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Greetings

Welcome Dear Colleague, Dear Reader!

On May 9th, 2024, the Signal Department of the Faculty of Military
Sciences and Officer Training at Ludovika University of Public
Service, in cooperation with the Donat Banki Faculty of Mechanical
and Safety Engineering at Obuda University, organized a scientific
conference titled "International Scientific Conference on Military
Information Security" at the Obuda University campus in Budapest.

The primary aim of the conference is to establish an annual scientific
and professional platform that facilitates the presentation and
discussion of cutting-edge research findings, promotes the
dissemination of knowledge, and encourages meaningful networking
opportunities for scholars, researchers, and professionals within the
field.

Fourteen researchers presented their research results, which were
published in this professional journal with the authors' contributions.
The reviews cover areas that have a fundamental impact on
information security in today's military environment.

In this publication, the Editorial Board has collected the abstracts of
the presentations, which it is very pleasing to make available to the
Dear Readers.

Budapest, 09th May 2024

Dr. habil Toth Andras
Editor in Chief
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Erika Kucsera: Current threats in cyberspace
Correferatum

Nowadays, a variety of factors are shaping the current threats in
cyberspace and with them the strategies and methods of protection.
The rapid changes and the methods and technologies adopted in our
times are constantly challenging the defence side, making it
particularly important to be up-to-date and flexible in responding to

new security challenges.

Many factors influence the focus and methods of cyber defence
activities. An example of the impact of technological advances is the
explosive growth and application of artificial intelligence for defence
and offensive purposes, which poses a number of new challenges to

the cyber sector.

The current motivation and methods of the attacking side are
different, they can be financially, ideological, politically motivated,

and the defensive side must be prepared for this.

Attacker groups are quick to copy and adopt new techniques used
by other groups, and there is also a growing industry focus on the
marketing of attacker services. A new trend is the development of
interconnected Crime-as-a-Service marketplaces, which now offer a
complete attack planning and execution service, combining several
sub-services of disruptive activities and selling them as a complete

package.
12
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The Russian-Ukrainian war and conflicts influence the type and
orientation of operations and activities in cyberspace and provide a
range of cyber offensive and defensive experiences, the threat
analysis processing of which will facilitate professional development
in the defence domains. The Russo-Ukrainian war has emphasised
the wide range of information manipulation that forces cyberspace
actors to complement and restructure their defensive policies. The
modes of attack encountered during the war so far have been DDOS,
website content modification, information operations,
disinformation campaigns, malicious code distribution, aimed at
damaging the reputation of the government, disrupting
communication and information sharing, information gathering,
reducing the responsiveness of the armed forces and confusing the

supporting countries.

The impact of the international regulatory environment is
highlighted by the ongoing NIS2 harmonisation process, the
transposition and application of which will be a challenge for the
cyber actors, imposing a significant workload on them. The
proliferation and detailed regulation of artificial intelligence is
expected to create new regulatory and procedural challenges for the

executive branches.

Advances in technology, changes on the offensive side, and changes

in the regulatory environment challenge defence professionals and

13
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encourage them to continuously update their knowledge in order to
maintain a high level of effectiveness.

O
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EGYETEM
LUDOVIKA
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Current threats in
cyberspace

Dr. Kucsera Erika
(kucsera.erika@uni-nke.hu)

OVERVIEW

* VARIOUS MOTIVATION
BACKGROUND

* VARIETY

* MORE DIFFICULT TO
CALCULATE
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GENERAL BACKGROUND

« INTERNATIONAL
PERSPECTIVES

* NATIONAL PERSPECTIVES

+ BUSINESS-TYPE
APPROACH

GROUPS

* GROUPS
» TECHNICS
* CHANGES IN TRENDS
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RISKS RELATED TO
MODERNISATION

\SYSTEM KNOWLEDGE

|SUPPLY CHAIN

IVALIDITY ISSUES

|USE OF NEW TECHNOLOGIES IN OPERATION, MONITORING

CYBERSPACE EXPERIENCES OF THE
RUSSIAN-UKRAINIAN WAR

* MANIPULATION WEBSITE
CONTENT

+ DDOS
+ INFORMATION OPERATIONS
+ DISINFORMATION CAMPAIGNS

* PHISHING CAMPAIGNS,
MALICIOUS CODE DISTRIBUTION
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OTHER IMPACTS

* NIS2 IMPACTS
* RETHINKING, REVIEWING

* WORKLOAD VS SAFETY
SITUATION
IMPROVEMENT
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Kassai Karoly!: A mesterséges intelligencia
kiberbiztonsaggal kapcsolatos fontosabb kérdéseinek
vizsgalata
(Hogyan lehet a megfoghatatlant megkozeliteni és a

biztonsagardl beszélni?)
Korreferatum

Bevezetés

A mesterséges intelligencia (tovabbiakban: MI)
tanulmanyozasa elképzelhetd tobb szinten, kilénb6z6
szempontokra koncentralva, eltér6 mélységben vagy egy témakorre

célozva, mint példaul az informacidbiztonsag.

Az MI rendszerek megjelenése a honvédelem teriletén
nemzeti stratégiai, stratégiai és (had)mdveleti, valamint harcaszati
(technikai) szinten is elképzelhet6. A cikk egy szélesebb terilet(
kutatds részeként? azt vizsgdlja, hogy a honvédelmi, katonai
nemzetbiztonsagi terileteken milyen maddon lehet és kell az
alkalmazott (lUzemeltetett vagy igénybe vett) MI rendszerek
szolgaltatasait biztonsagossa tenni. A biztonsag ebben az esetben a

meglévd jogszabdlyok, NATO és EU kovetelmények szerinti

1ORCID: 0009-9398-6158
2 A KNBSZ mesterséges intelligencia (MI) hatasainak specifikus vizsgalata (2024-
2025) kutatasi terv; Az elektronikus informacids rendszerek, szolgaltatasok
szervezeti szintl, kiberbiztonsagi szempontu felkészitési feladatainak
kérvonalazdsa az MI hatasok hatékony kezelése érdekében cimd kutatasi
program.
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informaciobiztonsagi  (elektronikus  informaciovédelmi  vagy
kiberbiztonsagi), 3 valamint katonai koévetelményeknek vald
megfelelést jelenti, figyelembe véve az MI rendszerek fejlédésben
|évé allapotat és ebbdl kovetkezéen a folyamatosan valtozo

helyzetet.

Egyszer(sitéssel élve a szakmai kérdés a kdvetkezd: kell-e
kozeljovOben  Magyarorszagon MI  Informatikai  Biztonsagi
Szabadlyzatot irni, vagy milyen mas formaban kell a biztonsagi
elemeket meghatarozni és ezeket a kérdéseket hogyan kell kezelni

a honvédelmi és katonai nemzetbiztonsagi szervezeteknél?
A vizsgalati szempontok tisztazasa

A megfelelden tisztazott vizsgalati cél és kornyezeti
lehatarolas nélkil nincs értelme komoly vizsgalatrdl beszélni. Az MI-
t Ovez0 szamtalan megkozelités, a definicids eltérések
megvilagitdasa mar 6nmagaban tulmutat egy cikk horizontjan.
Hazank EU tagsaga tampont a megindulashoz, igy a lehatarolashoz
az EU ,MI rendszer” megkozelités alkalmazasa adja a megoldast. A
felhasznalashoz szilkséges adatok, az esetlegesen sziikséges
adatatvitel, a feldolgozd algoritmusok munkaja, a szlikséges be- és
kimeneti interfészek és az ezt biztositd technikai kornyezet

komplexitasa jelenti a ,rendszert”.

3 A cikk nem vallalja a terminoldgiai kérdések megoldasat, igy az emlitett
fogalmak lehet6 legtagabb értelmezésének elvét koveti.
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Az MI rendszer biztonsdag kérdésének megkozelitésében
tovabbi segitséget jelent az EU Kiberbiztonsagi Ugyndkség
szelektaldasa, ahol az ,MI kiberbiztonsag” mellett tovabbi
kategoriaként szerepel az MI kiberbiztonsagot tamogato szerepe (pl.
védelmi rendszerekbe torténd beépilés), illetve az MI kartékony
(ellenséges) hasznalata, mely esetek vizsgalatat a cikk nem vizsgal
(ENISA, 2020, p. 7).

Az MI informacidés rendszer szerinti megkozelités Csaki
véleménye szerint a technoldgia (szoftver), adatok (torténeti, valds
- klb. formatumok), folyamatok (fejlesztés, (izemeltetés), ember

(szerepkorok szerint) részekre bonthaté (Csaki, 2023, p. 37).

Szervezeti szempontbdl elkilonitett esetként kezelendd,
illetve mas-mas felligyeleti és védelmi eljarasokat igényel a sajat
Uzemeltetésl MI rendszer, vagy mas szerepl6 altal izemeltetett MI
rendszer szolgaltatasanak igénybe vétele. Az MI rendszerek mas
elektronikus informaciés rendszerekhez hasonléan ,nem a
semmibdl szlletnek”, igy masik lehatarolasi szempontként az

életciklus szemlélet nyUjthat segitséget.

Fontos annak megértése is, hogy a napi életben, illetve a
honvédelmi és katonai nemzetbiztonsagi tertileten az MI rendszer
nem csak egy szolgaltatasi forrds, inkabb a sokféle MI rendszer
szolgaltatas igénybevételét feltételez6 megkdzelités a helyes

megoldas.
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A fenti kiindulasi pontok megalapozzak a kovetkeztetést, hogy
az MI rendszerek megkozelitésekor is alkalmazhaték az eddigi

szempontok, a sulypontot a specifikus jellemzbk azonositasa képezi.
Katonai alkalmazasok

A vildgon az MI katonai alkalmazasara rengeteg példa hozhaté.
Egy védelemipari forras példaként emliti a katonai rendszereket
(platformokat), a stratégiai déntéshozatalt, az adatfeldolgozast és
kutatast, a harci szimulaciot, a célfelismerést, a veszélyfigyelést, a
drdonrajokat, a kiberbiztonsagot, a kbézlekedést, és a sériiltek
ellatasat és evakualasat (SDI, 2024). A terlletek és szolgaltatasok
kozott atfedések lehetségesek, de a legfontosabb megoldasok
bemutatdsa ramutat arra a specialitasra is, hogy az MI rendszerek
és szolgaltatasok stratégiai, hadmdiveleti és harcaszati (technikai)
szinten is azonosithatdék, egyes megoldasok tébb szinten is

alkalmazhatok.

Felismerhetd, hogy egyes katonai alkalmazasok valamilyen
6nalldan miikédé modell szolgaltatasain alapulnak (pl. az elemz6 és
szimulaciés megoldasok), ugyanakkor léteznek fiiggetlen hardver
eszkbzbe beépitett megoldasok is (pl. a klilonbdz6 szarazfoldi, 1égi
vagy vizi platformok). A katonai MI rendszer sokszin(
alkalmazasanak érzékeltetésére j6 példa a NATO Kibervédelmi

Kivaldsagi Koézpont* 2021-es tanulmanya, ahol a szerz6k NATO

4 NATO Cooperative Cyber Defence Centre of Excellence (NATO CCD COE)
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tagallamokra szlkitett kutatasa négy teriletre bontva tobb tucat MI
rendszer szolgaltatast tartalmazo haditechnikai fejlesztést> emlit
(Maggie Gray - Amy Ertan, 2021, pp. 24-29).

Stratégiai szintl adatfeldolgozasi képességre példa a NATO
fejlesztés, ami megtdri a mindsitett adat MI rendszer altal torténd
kezelésére vonatkozd félelmet (NATO, 2023). Ez a NATO szint(
képesség fliggetlen a szovetségesek nemzeti képességeitdl,
ugyanakkor példa arra, hogy magas biztonsagi kévetelményeket
igénylé technikai koérnyezetben is kialakithatok MI rendszer

lizemeltetési feltételek.

A nemzeti megoldasok kapcsan egy masik, amerikai példa
mutatja, hogy a minGsitett adatkezelés kérében a nemzetbiztonsagi
terileten sem sem szabad Ilemondani az MI rendszer

szolgaltatasairdl (Edwards, 2024).

Mindkét példa aldhluzza, hogy az adatokért, adatkezelésért
felel0s szervezet hataskorébe tartozik annak kimondasa, hogy a
betartandé normak, kovetelmények keretén bellil milyen MI
rendszer szolgaltatasa tekinthet6 szévetségi vagy nemzeti

szempontbdl elfogadhatd kockazatu megoldasnak.®

5 Az emlitett adat mellett nyilvdnvaldan tébb nyilvdnosan nem megismerhetd fejlesztés létezhet,
illetve a jelentdés szamu fejlett technoldgiat képvisel6 orszagban is rengeteg haderdéfejlesztést
tdmogatd, Ml rendszerfejlesztést tartalmazé program képzelhet6 el.

6 Az Ml rendszerekkel kapcsolatos stratégiai dilemma nem egyedi. Hasonlé kérdéseket kell megoldani
a felhGszolgaltatasok igénybevételekor, a federacios alapon kialakitott kommunikacids haldzatok
esetében, illetve a szovetségi (vagy nemzetkozi) rejtjelz6 szolgaltatasok biztonsagi iranyelveinek
megfontolasakor.
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Kockazat alapi megkozelités

A 2024. majusban véglegesitett EU MI rendelet az MI
rendszerek kockazatainak kézben tartdasa érdekében harmas
megkodzelitést alkalmaz, mint tiltott, magas kockazatu és alacsony
kockazatu megoldas. A megengedett, de magas kockazatu
rendszerek esetében kiegészité  biztonsagi rendszabalyok
alkalmazasa sziikséges (ezen belll kiemelt szempont az emberi
felligyelet biztositdsa), mig az alacsonyabb kockdazat esetében
elégséges az atlathatdsag biztositasara vonatkozd kovetelmények
teljesitése. A rendelet a tagallamok szamara felligyel6 hatdsag
kijelblését hatarozza meg, valamint a szolgaltaték nyilvantartasat,
a termékek tesztelését és tandsitasat, nemzeti és EU adatbazis
kialakitasat, valamint az MI rendszerek esetében tapasztalt
incidensek bejelentési kételezettségét (EU, 2024, 66, 76, 138. p. 9-
10.§, 26.§, 59-60,§ és 73.8).

A rendelet kapcsan a magyar jogszabalyokra kifejtett hatasok
még nem ismertek. A direkt kovetelmények (pl. felel6s hatdsag
kijelolése) végrehajtasa 0nalld jogszabalyban, vagy meglévo
szabaly mddositasaval is elképzelhetd. A kapcsoldodd nemzeti szintl
eljarasok kialakitasa tobbféle modon is megoldhatd, tehat szakmai
szempontbdl a jelenlegi ismeretek alapjan lehet érvelni egy MI
rendszer térvény (vagy korm. rendelet) mellett, illetve masik a
meglévl jogszabalyok moddositdsa is jarhatd utnak tekinthet6, a

jogszabaly alkotdé szandékai szerint.
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A rendelet a védelem, a nemzetbiztonsag és kutatas korébe
tartozé MI rendszerekre nem vonatkozik, igy jelenleg nyitott kérdés,
hogy a magyar jogszabalyi kérnyezet ezt a kérdést hogyan fogja

kezelni.

Rendszer szintl sajatossagként kell elkényvelni, hogy a
védelmi szférara vonatkozd mentesség csak abban az esetben
érvényes, ha az MI rendszer alkalmazasa a rendeltetés szerinti. Mas
tertiletl felhasznalas esetén (pl. katasztréfavédelem, polgari céla
felhasznalds) a katonai MI rendszernek teljesitenie kell az sszes

altalanos kévetelményt.

Az altalanos kovetelmények mellett érdemes a katonai
sajatossagokra is figyelmet forditani. Az Eurdpai Parlament a halalt
okozé autondm fegyverrendszerekkel kapcsolatban szorgalmazza
egy olyan (nemzetkdzi) koz6s allaspont kialakitasat, amely
garantalja a fegyverrendszerek kritikus funkcidi feletti érdemi
emberi ellenérzést, a telepitést is beleértve. Fontos a kritikus
funkciok - példaul a célpont kivalasztasa és megtamadasa — terén
emberi iranyitast nélkil6zo, halalt okozé autoném
fegyverrendszerek fejlesztésének és el6allitdsanak megeldzése (EU,
2018, 2 és 4. p.).

Ezzel 6sszecseng katonai platformra utalé 2024 majus elsején
torténd amerikai sajtényilvanos kisérlet, ahol egy modositott F-16-
os, MI vezérelt vadaszrepil6 vivott vizualis koérnyezeten beldli

|égiharcot ember altal vezetett technika ellen, amit a pilétaflilkében
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a légier0 felligyeletéért feleld allamtitkar kdzvetlenilil szemlélhetett.
A leszallds utani interju fontos része volt, hogy az allamtitkar
kifejezte, a hasonlé megoldasoknal mindig az emberi déntésnek kell
a hattérben allnia (Copp, 2024).

Az autondm fegyverrendszerekre vonatkozd korlatozas
egyértelmlen azonosithatd az amerikai Védelmi Minisztérium 2023
elején frissitett szakiranyu direktivajaban. E szerint az autondm és
félig-autondm fegyver rendszereknél a parancsnokok, kezel6k
szamara biztositani kell, hogy megfelel6 szintli doéntéseik
lehessenek az alkalmazaskor (use of force) (US, 2023a, 1. 2. a.

pont).

Az autonom fegyverekkel kapcsolatos allaspont érzékelhetéen
szilard. Ugyanakkor az is kijelenthetd, hogy a technoldgiai fejlédés
akar rovid idén belil is produkalhat olyan eseteket, melyek
hataresetnek értékelhetbk, igy kiemelten fontos az uj termékek,
szolgaltatasok kockazatainak menedzselése, illetve a funkcionalis és
biztonsagi tesztek, megfelel6ségi vizsgalatok valds eredményeket

tiikr6z6 végrehajtasa.

Az eddigiek szamtalan példat mutattak az MI rendszerekkel
kapcsolatos fenyegetésekre, kockazatokra, melyeket szikséges
mértékld védelmi rendszabalyokkal, eljarasokkal lehet és kell
ellensulyozni. Ez a felvetés megvilagitjia a kockazatelemzés (és

menedzsment) fontossagat az ellensulyozast igényl6é szempontok
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azonositdsa érdekében, illetve az ehhez illesztett biztosagi

kontrollok szlikségességét.

Az Eurdpai Bizottsag stratégiai szintd megfontolasként 2023-
ban ajanlast adott ki a tagallamok felé a legmagasabb kockazatunak
tekinthetd kritikus technoldgiai teriiletek attekintésére, mint MI
technolégiak, fejlett félvezetd technoldgidk, kvantum és
biotechnoldgia, melyek slirgés kockazatcsékkentési eljarasokat
kivannak (EU, 2023, p. 3).

Az elektronikus informacios rendszerek lUzemeltetésének és
biztonsagi felligyeletének logikajat kdvetve az is leszégezhetd, hogy
az altalanosan hasznalt ,biztonsagos MI rendszer” vagy a
,biztonsagos elektronikus informacids rendszer” elméleti fogalom.”
Emiatt sziikség van az adott MI rendszer paramétereinek ismeretére,
ami lehetdvé teszi a valdsnak tekinthet6 fenyegetések feltarasat,®

majd a védelmi rendszabalyok meghatarozasat.

A biztonsagi kovetelmények jelenlegi bizonytalansaga

7 A biztonsagosnak tekintett ,rendszer” paramétereinek hianyaban egy olyan
elméleti modell megalkotdsara lenne sziikség, ami az 0Osszes fenyegetés
fenndlldsa mellett az Osszes sériilékenység kikliszoboléséhez biztosit védelmi
megoldasokat. Ez utal a gyakran hangoztatott , biztonsagos rendszer nem létezik”
vagy ,Szaz szazalékos biztonsag nem létezik” kdozismert szlogenekre, de rdmutat
arra is, hogy minél részletesebben ismert az adott rendszer felépitése, m(ikodése,
annal sikeresebben tarhatdk fel a gyenge pontok és alakithatdk ki hatékony
védelmi mechanizmusok, eljarasok.

8 )6 példa erre, hogy létez fenyegetés a meteorit becsapddas, de az adott
védend6 objektum (épllet, kritikus infrastruktira, elektronikus informacids
rendszer stb.) valdéban igényli-e az ilyen esetek kezelését?
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A fontosabb elektronikus informacidbiztosagi szabvanyok,
ajanlasok jelenleg még MI rendszer specifikus vizsgalati
szempontokat nem tartalmaznak. Az ISO/MSZ 27001 strukturalt
megkozelitést biztosit az elektronikus informacidbiztonsagi
feligyeleti rend kialakitdsahoz, vonatkozd fejezete altalanos
kockdzatelemzési keretet biztosit, MI rendszer kitételeket nem
alkalmaz (MSZz, 2023).

A kockazatmenedzsmentre vonatkozé MSZ ISO 31000: 2018
szabvany hasznalhatd keretet biztosit kockazatok felmérésére és
elemzésére a felhasznalé szervezetek szamara, igy csak az MI
rendszerrel kapcsolatos specifikus informaciok meghatarozasara
van sziikség (MSZ, 2018, 6.4.2 - 6.4.4. p.).

Eléremutatd kulfoldi példa az Amerikai Egyesiilt Allamokban
kiadott - nem kotelezo érvény( MI Kockazatkezelési Keretrendszer,
ami segitséget nyujthat az adott MI rendszerrel kapcsolatos,
biztonsagi vetilletl kérdések felszinre hozataldban, a meglévd
szabvanyok, ajanlasok alkalmazasaban, egyben segitséget nyuijt a
kilonb6z6 megitélési szempontok azonositdsdhoz. Erthetéen
megyvilagitja az életciklus allomasok eltér6 kockazatait a
kockazatviselés (risk tolerance) és a kockazatok priorizalasanak
kézpontilag nem meghatarozhatd, helyi (szervezeti) szerepét és
segit az MI szerepl6k azonositasaban. Az MI rendszerek (és azok
kockazataik) megitélése a megbizhatésag (trustworthiness)

egymassal is hatdsban Iévd elemein keresztll torténik, ahol fontos
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szerepe van a biztonsagnak és az ellenallé képességnek (security

and resilience).

Az MI rendszerek biztonsaganak alapja a szakmailag
kdzismert bizalmassag, sértetlenség és rendelkezésre allas
(confidentiality, integrity, and availability) harmasa, tehat Uj,
lényegi elem lathatd a keretrendszerben. A dokumentum ramutat,
hogy az Al rendszerek esetében kovetni kell a szovetségi
Kiberbiztonsagi  Keretrendszer ° a  Kockdzatmenedzsment

Keretrendszer,10 és az Adatvédelmi Keretrendszer!! irdanyelveit.

Az MI kockazatmenedzsment kdzpontjat (Core) négy funkcid
képezi, mint iranyitas, azonositas, mérés és menedzselés (govern,
map, measure, manage), melyek kategoriak és alkategériak tovabbi
bontasaval kialakithatd a szervezetnél sziikséges eljarasrend és
eszkézrendszer. Ezekre az eszkozokre tdmaszkodva lathatd, hogy
érdemes hasznalati profilokat (use-case profile) kialakitani, pl.
ideiglenes, jelenlegi, cél, bérelt, sajat vagy szektorokon ativeld
profilok azzal a magyarazattal egytt, hogy a keretrendszer a kelld
rugalmassag biztositasa érdekében nem tartalmaz kozponti
mintakat, azt mindenkinek sajat igénye szerint célszerl kialakitani
(US, 2020, pp. 6-7, 10, 12-13, 15, 17, 20, 33-34).

9NIST Cybersecurity Framework
1O NIST Risk Management Framework
1 NIST Privacy Framework
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Magyar szabalyozasi terlileten az elektronikus
informaciobiztonsagra vonatkozo torvény (Parlament, 2013), és a
végrehajtasara vonatkozé rendelet (BM, 2015) MI rendszer
specifikaciot jelenleg nem tartalmaz. Az EU NIS 2 iranyelv 12
kovetelményei alapjan tervezett Uj nemzeti szabalyozas tervezet
esetében is hasonld a helyzet (BM, 2024). Megjegyzendd, hogy a
magyar szabdlyozds alapjaul szolgalé amerikai altalanos
elektronikus informacidbiztonsagi koévetelményrendszer ehhez
hasonléan szintén nem tartalmaz MI rendszerre vonatkozd
szlkitéseket (US, 2020).

Logikus kovetkeztetés, hogy nemzetkdzi szabvanyok
megjelenése varhatdan iranyelvek, megkdzelitések szempontjabdl
segitséget nyujthat, de a rendelkezd ismeretek alapjan hatékony
megoldasnak egyedil a meglévé elektronikus informacidbiztonsagi
keretrendszer pontositdsa mutatkozik. E mellett megallapithaté a
személyes adatok védelmével kapcsolatos kérdés kiemelt szerepe
is, igy @ meglévé adatvédelmi keretek pontositasa szintén prioritast

képezo feladat.

Az EU szintld kovetelmények alkalmazasa (mint példaul a NIS
2 és a CER13 iranyelvek, a DORA“ rendelet) kotelezé tagallami
feladat az MI rendszerek teriletén is, illetve fontos hatasokat fog

kifejteni a magyar jogszabalyokban térténd, az MI rendszere

12 EU Network and Information Security Directive, 2022/2555

13 CER: Resilience of Critical Entities, 2022/2557

14 DORA: Digital Operational Resilience Act, COM/2020/595 final
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Uzemeltetésének szabalyozasaval kapcsolatos valtozasok
atvezetése is, kielemelt figyelemmel a magas kockazatu MI

rendszerekre.

A kontroll alapu megkozelités mellett emlitendé egy masik
szabalyozasi szemlélet. Az Amerikai Egyesllt Allamok 2024-es
torvényjavaslata intézményi alapokkal kezdi meg az MI rendszerek
Uzemeltetésének biztonsdgossa tatelét. Az MI Biztonsagi Kézpont f6
feladata a sérilékenység kutatas, az MI biztonsagi esemény
adatbazis kialakitasa és (zemeltetése (beleértve ,majdnem”
Ugyeket is) az MI RED team iranyelv'> fejlesztés és az MI biztonsagi
események fejlesztési fazisban torténd jelentések fogadasa (US,
2024).

Osszefoglalas

Az attekintett forrasok alapjan kijelenthet6, hogy az MI
rendszer és szolgaltatds fejlesztési kérdések mellett mar
megjelentek az elektronikus informacidbiztonsaggal,

kiberbiztonsaggal kapcsolatos alapvetd kérdések.

Altalanosithatd tapasztalat, hogy az MI rendszer jellemzdk
felbukkanasa, kiemelése (pl. megbizhatdésag, adatvédelem,

emberkdzpontisag) mellett megerdsitett szempont a meglévé

15> RED team modszertan: védelmi eljards, az adott elektronikus informacios
rendszer tervezett, szisztematikus tdmadasa a sérlilékenységi pontok feltarasa és
azok kiaknazasa érdekében, ami alapot biztosit a védelmi rendszabalyok
pontositasahoz.
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nemzetkézi normak, jogszabalyok alkalmazasanak kételezettsége,
igy az MI rendszerrel kapcsolatos Uj kérdések a jelenleg
tapasztalhatd szempontok alapjan nem szilnek Gj Gzemeltetési és
biztonsagi eljarasokat, hanem a meglévé eszkbézbk pontositasanak
utjat kovetik (az MI rendszer nem kaphat felmentést népszerilsége,

vagy korszerl szolgaltatas portfolidja miatt).

Az MI rendszerek esetében is alapvet0 kérdés a rendszerek
funkcidk szerinti azonositasa, fenyegetés alapu besoroldsa, ami
megalapozza az alkalmazott védelmi rendszabalyok, eljarasok
pontosithatésagat, testre szabasat. Az életciklus megkdzelités
alkalmazasa segithet a feladatok és felel6sségek lehatarolasaban,
illetve a kockazat alapl megkdzelités tamogatast nyudjthat az MI

rendszerek alkalmazasa és szervezetbe térténd integralasa soran.

A nemzetk6zi szabvanyok, ajanldsok kockazatmenedzsment
oldalon még nem adnak részletes tamogatast vagy kontroll
javaslatokat, ezen a terilleten valtozasok varhatdék a joveOben,

legalabb altalanos iranyelvek szintjén.

Alapvetd biztonsagi kérdés a szikséges mértékli emberi
feliigyelet biztositasa, ami az autondm fegyver rendszerek esetében
érthetd a ,veszélyes lUzemmdd” miatt. Egyszerlbb esetben is
szlkség van arra a tajékoztatasra, hogy az MI rendszerrel
kommunikalé Ugyfél probléma esetén hogyan tudja elérni az

Uzemelteté human tdmogatast.
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A honvédelmi dagazatnal lathatdé az MI rendszerek,

szolgaltatasok sokrétli felhasznalasi lehet0sége. Ez megalapozza azt
a kovetkeztetést, hogy nem az ,MI rendszer” szolgaltatasat hanem
MI rendszerek nagyszamu Uzemeltetését és MI rendszer
szolgaltatasok elérését célszerl alapul venni a technikai sokszinliség

és az eltéro eljarasok sokasaganak tudomasul vételével egydlitt.

A fentiek alapjan megallapithatd, hogy az MI rendszerekre
vonatkozd szabdlyozdas, ajanlasok és egyéb, az alkalmazashoz

szikséges tdmogatasok kialakuldsa megkezdddott.

A honvédelmi agazatnal az MI rendszerek biztonsagaval
kapcsolatos kérdéskor feltlinése nem csak a horizonton varhato,

hanem napi aktualitasu kérdés.1®

A meglévo szabalyozdk (pl. védelmi rendszabalyok, eljarasok)
pontositdasa minden érintett szereplének alapveté feladata, melyet
kévetni fog a jogszabalyok valtozasabdl adédé masodik hullam,

illetve a varhatéan megjelen6 szabvanyok, ajanlasok aradata.
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Az Ml kiberbiztonsaggal kapcsolatos

fontosabb kérdéseinek vizsgalata

(Lehet a megfoghatatlant megkdzeliteni és a biztonsagardl
beszéIni?) ©

Nemzetkézi Katonai Informdcidbiztonsdgi Konferencia
Budapest, 2024. 05. 09.

Dr. Kassai Karoly

Tartalom

Kell-e 2026(?)-t6l Ml IBSZ-t irni Magyarorszdagon? ©

= Kutatdsi el6zmények és hattér
= Erételjes lehatarolas

= Kockdzatalapu megkdzelités

= Eddigi tapasztalatok

= Az el6adas a KNBSZ mesterséges intelligencia (Ml) hatdsainak specifikus vizsgdlata
(2024-2025) kutatasi terv,

= Pall-Orosz Piroska, Kassai Karoly: Az elektronikus informdciés rendszerek,
szolgdltatdsok szervezeti szintl, kiberbiztonsdgi szempontu felkészitési
feladatainak kérvonalazdsa az MI hatdsok hatékony kezelése érdekében cimi
kutatdsi programhoz kapcsolédik
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Az eddig latsz¢ kutatasi vonal

\ Strategia szintu vizsgalat (az ,alapkerdesek” vizsgalata

s Szeleskort, ,tarsadalmi”, nagy rendszerek szintjére tervezett elméleti
vizsgalat (,tanul6pénz”)

(Had)miiveleti szintl vizsgalat

» Katonai, katonai nemzetbiztonsag szintjéhez kotott témak,
tertiletek alabontdsa

Harcaszati (taktikai, technikai) szinti vizsgalat

* A katonai nemzetbiztonsag funkcidkat, folyamatokat érint6 Ml
hatasok és MI tdmogatasi lehetGségek részletezett vizsgdlata

Az MI tamogatasi lehetdségeinek
megkdzelitése

A katonai nemzetbiztonsédg b @ - h
stratégiai lépéseinek kialakitisaés a | | 1+ A szervezetalkalmazkodasatbiztosits
e J|| hatésok( kiilss kapesolods)

A katonai nemzetbiztonsagi funkciok | [ o 3 h
miikddéséhez sziikséges folyamatok, :'.A s‘i’::t:ﬁ iihdddet érints M'

feladatok )L tésol mogatés szempontjai )

B\ 74 1

A hirszerzés, elhdritas stratégiai 3. A nemzeti szuverenitas katonai
szint{ folyamatai, feladatai nemzetbiztosagi témogatasa
+ .
Altaldnos tdmogaté folyamatok és 4. Az dltalénos szervezeti miikddés

feladatok biztositasa, az Ml hatasok kezelése

& = J
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MI = rendszerszerd gondolkodas és nem csak
MI (matematikai) modell

= EU megkozelités
* Tanit6 adatbazis, teszt adatbazis, (adatatvitel), tanuld Ml rendszer, lizemeltetett Ml rendszer
= ENISA Ml szelektalas
* Ml kiberbiztonsdg, M| a kiberbiztonsag tdmogatdsaban, Ml kdrtékony (ellenséges) haszndlata
* Kiemelt katonai szempont: a tdmadé kiber infrastruktira védelmérél is gondoskodni kell!
= Az Ml informacid rendszer szerinti megkozelitése (Csaki)

* technoldgia (szoftver), adatok (torténeti, valés — klb. formatumok), folyamatok (fejlesztés,
lzemeltetés), ember (szerepkorok szerint)

= Kiegészito szervezeti megkézelités
* Sajat Uzemeltetésl Ml rendszer
* Ml rendszer szolgéltatasanak igénybe vétele

Az Ml katonai alkalmazasa (top x)

= Katonai rendszerek (platformok)
= Stratégiai dontéshozatal

= Adatfeldolgozas és kutatas

= Harci szimulacié

= Célfelismerés
= Veszélyfigyelés
= Dronrajok )
= Kiberbiztonsag .
= Kozlekedés

. L . An Al-powered fighter jet took the Air
= Sériltek ellatasa és evakualasa Force’s leader for a historic ride. What

that means for war
2024. 05. 03.
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Kockazat alapu megkdzelités

= EU Al Act
* Tiltott, magas kockdzatu, alacsony vagy minimalis kockdzati kategoridji MI megoldasok
* Emberi fellgyelet biztositasa
* Fellgyel6 hatdsag, nyilvantartas, teszt és vizsgalat, EU adatbazis
= EP allasfoglalas (Ml, robot)
* emberi vezérlésii megoldas sziikséges az autondm fegyver rendszerek esetében
* tesztelésszikségessége
= US DoD Directive 3000.09 Autonomy in weapon system, 1. 2. a.
* Az autondm és félig-autonom fegyver rendszerek: a parancsnokoknak, kezel6knek megfelel szintii
dontései lehessenek az alkalmazaskor (use of force)
* A kiber képességekre nem vonatkozik a direktiva
= ENSZ &szténzés (2024. 03.)

* Felhivds: nemzeti szabdlyozasi és felligyeleti rendszerek kialakitdsa, besorolds, vizsgdlat, teszt,
sérilékenység azonositds és csokkentes, tudatossag erdsités, hatékony vedelmi rendszabalyok,
szellemi termekek védelme...

Az eddig érzékelhetd biztonsagi
kdvetelményekrdl...

= Kezd6d& szabvanyositasi lépések lathatok, pontos kévetelmények nem
+ Uj: 1SO Ml el8szabvanyok, NIST Risk Management fw,

* Meglévs: az ISO/MSZ 27001/2/5, 1ISO/MSZ 31000, US SP 800-53 v.5 Ml ,hullamai”
még nem érzékelhetSk

e

= A meglévd szabalyozasi eszk6z6kon keresztil kell az MI lizemeltetést és biztonsagot
szabalyozni

* Meglévd EU kdvetelmények: NIS 2 irdnyelv, CER irdnyelv, DORA iranyelv
* Meglévs nemzeti kdvetelmények: Ibty, Kibertan.ty, Lrtv. és a végrehajtasi rendeletek

* Ezeken a szabdlyozasi teriilleteken a nagy kockdzati MI esetek okozhatnak
valtozasokat
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Biztonsagi megkdzelités

= Intézményi megoldas (US Secure Artificial Intelligence Act of 2024)
* MI Biztonsdagi Kozpont (sériilékenység kutatas), Ml biztonsagi esemény adatbazis (,,majdnem”
ugyek is)
* MI RED team iranyelv fejlesztés
* Ml biztonsagi események fejlesztési fazisban térténd jelentése

= Az EU Al Act kdvetelményei kézvetleniil fognak érvényesiilni hazankban (rendelet)
* A szabdlyok, intézmények kijeldlése térténhet mar meglévé jogszabéalyban
* Vagy dedikalt 0j jogszabaly jelenik meg?

Osszegzés

= Az MI rendszer megjelenése — hasonldéan a kialakuléban lévé kiberbiztonsagi
szabalyozassal — NEM jelent felmentést a korabbi kotelezettségek aldl
* a meglévs nemzetkozi jogszabalyok, egyezmények alkalmazandok!

=Az MI rendszerek funkcionalitds szerint besorolanddk, ami rendszabdlyok,
kovetelmények kialakitasat tamogatja
« Eletciklus szemlélet
* Kockazat alapii megkézelités sziikségessége

= Az emberi feliigyelet jelenleg kulcsfontossagu kérdésként kezelendé
* KUlonos figyelem az autondm és félautondm fegyver rendszerekre

. Igz Ml lgyfelének lehetSséget kell adni, hogy a ,mogottes” human tamogatassal kapcsolatba
léphessen

= Kezdeti szabvanyok, ajanlasok megjelenése mar azonosithaté

* Az Ml részletes biztonsagi szabalyozas tamogatas késébb varhatd, most feladat a meglévé
rendszabalyok alkalmazhatéva tétele
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KoszOndm a
figyelmet!

A részletek zéme még a
felszinalatt! ©

Legyenek az Ml rendszerek biztonsagban!

Forrasok

= A mesterséges intelligenciara és a robotikara vonatkozé atfogd eurdpai iparpolitika Az Eurépai Parlament
2019. februar 12-i allasfoglalasa a mesterséges intelligenciara és a robotikara vonatkozd atfogd eurdpai
iparpolitikarol (2018/2088(INT))

= An Al-powered fighter jet took the Air Force’s leader for a historic ride. What that means for war,
https://www.latimes.com/world-nation/story/2024-05-03/an-ai-powered-fighter-jet-took-the-air-forces-
leader-for-a-historic-ride-what-that-means-for-war

= Artificial Intelligence Cybersecurity Challenges, ENISA, 2020. 12. 15;
https://www.enisa.europa.eu/publications/artificial-intelligence-cybersecurity-challenges

= Artificial Intelligence Risk Management Framework (AI RMF 1.0), NIST AI 100-1, January 2023,
https://doi.org/10.6028/NIST.AI.100-1

= Csaki Csaba: A mesterséges intelligencia elterjedésébdl adodo kockézatok szisztematikus vizsgélata
(fejezet), p. 27 — 50. In: A mesterséges intelligencia és egyéb felforgatd technologiak hatasainak atfogo
vizsgalata, KNBSZ 2023, Budapest, ISBN 978-615-6128-16-4 és ISBN 978-615-6128-18-8 [PDF], p. 37.
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Forrasok 2

= DoD Announces Update to DoD Directive 3000.09, 'Autonomy In Weapon Systems' Jan. 25, 2023,
https://www.defense.gov/News/Releases/Release/Article/3278076/dod-announces-update-to-dod-directive-
300009-autonomy-in-weapon-systems/

= DoD Directive 3000.09 Autonomy in weapon system

= Seizing the opportunities of safe, secure and trustworthy artificial intelligence systems for sustainable
development, United Nations A/78/L.49, 11 March 2024

= THE MOST USEFUL MILITARY APPLICATIONS OF Al IN 2024 AND BEYOND; https://sdi.ai/blog/the-most-
useful-military-applications-of-ai/

= Top 8 Applications of Artificial Intelligence in Military in 2023; https://aihints.com/artificial-intelligence-in-
military-ai-applications-in-military/
= Secure Artificial Intelligence Act of 2024; BAG24561 (senate.gov)

= Security and Privacy Controls for Information Systems and Organizations, NIST SP 800-53 RS,
https://doi.org/10.6028/NIST.SP.800-53r5
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Sandor Magyar!: The role of security operation centres in

the age of artificial intelligence
Correferatum

The rapid development of digitalisation is challenging not only
individuals but also organisations. For an organisation to survive or
perform its tasks, it needs significant IT support. As more and more
systems support everyday work and information technology
develops, the focus on information security and cyber security is

increasing.

Emerging disruptive technologies - such as artificial intelligence,
quantum computing, autonomous devices - are radically
transforming our lives. The value generated by information
technology will also have a growing impact on the revenues of

organisations and even on the economies of countries.

The business continuity of organisations, their data assets and their
reputation now depend on the IT domain. Prevention is a very
important element of cybersecurity, but the detection and response
capabilities provided by SOC must also be ensured at a high level.

Without a SOC, organisations are at significant risk, partly due to

1 ORCID: 0000-0002-6085-0598

43



International Scientific Conference on Military Information Security
2024

the fact that preventive measures may not be sufficient, especially

in the area of zero-day vulnerability exploitation.

The SOC is a centralised cyber organisational element responsible
for detecting and responding to cyber threats in real time to prevent
and manage incidents. With continuous monitoring of log data from
IT networks and systems, attack detection is now an essential
security function for organisations. The SOC works with information
from three sources, which are log data, network traffic, endpoint
protection (AVZ2, EPP3, EDR#). The SOC naturally identifies the
characteristics of attacks by analysing their characteristics, i.e.

when, how and why the attack was successful.

Security operations centres play a crucial role. They are
indispensable for the protection of data assets and the availability

of electronic information systems.

The triad of people, processes and technology is very closely
interlinked in the case of security operations centres. If we do not
have all three of these, we will not have adequate security against

threats from cyberspace.

The development of SOC is essential, but achieving this capability

cannot be achieved in a very short time. Strategic planning from the

2 AV antivirus
3 EPP Endpoint Protection Platforms
4 EPP Endpoint Protection Platforms
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organisational side has a very important role to play, which is linked
to the risk appetite of the management. Until full SOC capability is
achieved, the risks taken by senior executives are at a much higher

level.

Emerging and disruptive technologies are not only the challenges of
the future, but also of the present. These technologies can enrich
the toolbox of both the offensive and defensive sides, and therefore
a great deal of energy must be invested in research and
development that can counter the lag in the field and identify future

risks to which defence mechanisms must be tuned.
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THE ROLE OF SECURITY OPERATION

CENTRES IN THE AGE OF ARTIFICIAL
INTELLIGENCE

Sandor MAGYAR
associate professor
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Changing environment

 Increasing number of electronic information
systems.

» Unavoidable smart systems.

« With all this comes a rising humber of users,
hardware and software, and therefore risks.

* The complexity of handling the rise of
digitalisation from_the point of view of cyber
security is increasing.

« Identifying and managing threats from
cyberspace.

» The growth of cyberspace operations against
critical infrastructures.

« Emerging and disruptive technologies. Sourcar -MiEraoo Copilct
https://copilot.microsoft.com/

Why do you need a SOC?

- It is no longer a question of whether
organisations and individuals will
suffer cyber attacks in the future, but
rather the value of the damage.

« The most effective way to protect
against cyber-attacks is proactive
protection.

« Many forms of protection are possible,
but the SOC and the people working in
it are the last line of defence. Source: Microsoft Copilot

https://copilot.microsoft.com/
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Challenging services

» Cybercrime-as-a-Service (CaaS)
* Malware-as-a-Service (MaaS)
* Disinformation-as-a-Service (DaaS)

Without SOC! CATEGORIES OF FAULTS
False sense of security!

The system does \
not indicate an

event, but there is Fa_lse Fals_e_
a real one! pSeCIA\Y/SH | positive

The system incorrectly
reports an event

True

pOSitive The system

indicates a real
event.

No event.
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Design of SOC

» The SOC capability can be achieved by:
» Using Security Operations Centres as a Service (SOC as a
Service).
» To deploy a Security Operations Centre.
» Develop a hybrid SOC by combining the above two solutions.

The balance between data volume
and data value

The peak of the amount of data that
can be processed by tools and analysts
without exceeding capabilities.

Assets are operating at l
less than full capacity;
the value of the asset's
performance may not

justify the full e~

operating cost.

Analysers and devices are overloaded,
/ the signal is lost in the noise.

Data value

Data volume (event/day)

ZIMMERMAN, Carson. Ten Strategies of a World-ClassCybersecurity Operations Center. mitre. org. 2014. p.: 38
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"

Technology

SOC

The contribution of AI to skills

* Processing large amounts of information.
* Reducing false positive alarms.

* Facilitate the work of analysts.

* More efficient attribution.

* Reducing response times.

» More efficient software testing.

« Improved anomaly detection.
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Conclusion

+ Without SOC, organisations are exposed to significant risk, partly
because preventive measures may not be sufficient, especially in
the area of exploiting zero-day vulnerabilities.

+ ASOC is not just a technical toolkit, or a set of trained
professionals, or processes, but a complex system of these that
deliberately complement each other.

* Building an effective SOC capability can be developed in a phased
approach with the right timing and strategy.

» The " developments " are continuous on the offensive side,
generating competitive pressure on the defensive side.

» Al requires new competencies from employees.
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Imre Dobak!: The potential use of crowdsourcing in times of

conflict
Correferatum

The phenomenon of crowdsourcing is increasingly emerging in the
international scientific literature, both in the context of cyberspace-
related information and communication environments and in
addressing security threats and challenges. For many people,
crowdsourcing is a little-known method, but it is also an invisible
part of our daily lives. Originally linked to business thinking, the idea
of collaborative, distributed use of resources (or even outsourcing

certain workflows) has quickly emerged in the security field.

One of the key elements of the method is the use of external
resources (basically human resources) to achieve a given goal,
which can be directed towards gathering information from
participants or even using the expertise of these participants. To
understand the essence of the crowdsourcing method, simply think
of a security event (e.g. an earthquake) where people in the area
have accurate and up-to-date partial information about the event,
which, when aggregated, can provide a more accurate overview of
the security event and can also help to manage it effectively. Yet it
is perhaps most widely encountered in commonly used route

planning solutions, where users can formulate their opinion of a

1 ORCID: 0000-0002-9632-2914
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given traffic situation by sharing their information (e.g. traffic jam

indication).

Regarding the security-related uses of the method, several main
types can be identified based on international examples and

literature.

1. The area of cybersecurity: think of the big bounty
projects, not unknown in software development and testing,
where vulnerability testing is done by using the open
environment instead of internal staff. This allows a much
larger human resource to be involved, often with financial
rewards offered by the companies involved as a motivating

factor.

2. Cybersecurity and awareness: members of society who
are directly exposed to vulnerabilities can use their
information to raise awareness and security-conscious
attitudes by sharing their information on a
community/crowdsourcing platform, which can result in a

common knowledge base.

3. Security incident-related information gathering: in a
targeted application of the method, the users of the method
(e.g. authorities) request information from those who are in
the geographical area and have accurate information about

the security incident. Examples often include crowdsourcing
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solutions for managing forest fires, floods, and natural and
man-made disasters. They also include the targeted,
organized collection of digital evidence related to security
incidents, which can increase the amount of information by
broadening the scope of participants and can also contribute
to increasing the accuracy of information. The organized,
centralized approach, over and above the sharing of
information on social platforms - whether contradictory or
creating misunderstandings and panic - can help to effectively
manage a critical situation. If we look at practical examples of
international security issues, we can see examples of
widespread use of this method, whether in the context of
chatbot applications created by Ukrainian agencies during the
Russian-Ukrainian war to help signal military activities, or in

the documentation of war damage.

4, Involving human resources for "expert" purposes: in
some cases, crowdsourcing actors may not have sufficient
human resources/expertise to investigate a given topic, so
civil society actors with appropriate skills may be involved on
a voluntary basis in the implementation of a crowdsourcing
task. A well-known example in the security context is the
missing Malaysia Airlines flight MH370 from Kuala Lumpur to
Beijing (2014), where millions of people volunteered to join a

crowdsourcing platform (Tomnod) created for this purpose to
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help with a fast review of satellite imagery covering an area

of more than 1 million square kilometers.

5. A little-known, progressive direction to be explored is
the applicability of the method for forecasting purposes. Based
on the literature, their main aim is to explore the possibility of
predicting future events related to security and national

security, based on the collective wisdom of the participants.

However, in addition to the many advantages of crowdsourcing
(efficient use of human resources, possibility to reduce response
times, possibility to obtain relevant information, and last but not
least, cost reduction), several limitations of the method must be
taken into account. The method is essentially based on the voluntary
nature of the participants, so willingness to participate and
motivation are important. A further key aspect is that, unlike
information shared on social media platforms, the security of
participants and the protection of their data must be guaranteed,
regardless of the form of the platforms, and efforts must be made

to minimize distortions and increase the credibility of the data.

Looking to the future, we can expect crowdsourcing to become even
more important through social networking platforms and other info-
communication tools that involve a wide range of participants, and
to open up new applications and directions for their use in the
security of society. The phenomenon of crowdsourcing is

increasingly encountered in the international academic literature,
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both in the context of cyberspace-related info-communications

environments and in addressing security threats and challenges. For

many people, crowdsourcing is a little-known method, but it is also

an invisible part of our daily lives. Originally linked to business

thinking, the idea of collaborative, distributed use of resources (or

even outsourcing certain workflows) has quickly emerged in the

security domain.

Sources:

Xia, H., McKernan, B. Privacy in Crowdsourcing: a
Review of the Threats and Challenges. Comput
Supported Coop Work 29, 263-301 (2020).
https://doi.org/10.1007/s10606-020-09374-0
Annalisa Merelli: Using crowdsourcing to search for
flight MH 370 has both pluses and minuses, March 15,
2014. https://qz.com/188270/using-crowdsourcing-to-
search-for-flight-mh-370-has-both-pluses-and-minuses
Dobak Imre - Kenedli Tamas: Informacidszerzési
tendenciak és kihivasok a kibertérben rejl6 lehetdségek
és a mesterséges intelligencia viszonylataban, Military
and Intelligence Cybersecurity Research Paper, 2023/3.
2-41. https://shorturl.at/IrzAK

Kiran Sridhar, Ming Ng, Hacking for good: Leveraging
HackerOne data to develop an economic model of Bug

Bounties, Journal of Cybersecurity, Volume 7, Issue 1,
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2021, tyab007,
https://doi.org/10.1093/cybsec/tyab007

— Esberg, Jane, and Christoph Mikulaschek. "Digital
Technologies, Peace and Security: Challenges and
Opportunities for United Nations Peace
Operations."United Nations Peacekeeping 7 (2021).

— Paul Burke: The issues in the collection, verification and
actionability of citizen-derived and crowdsourced
intelligence during the Russian invasion ofUkraine, 2022,
CTPATEMYHA TMAHOPAMA CMEUIANTBHUA BUMYCK
2022 https://doi.org/10.53679/2616-
9460.specialissue.2022.09.
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®
THE POTENTIAL USE OF CROWDSOURCING
IN TIMES OF CONFLICT

D Imre, Dobak, PhD

WHAT IS THE CROWDSOURCING?

Collaborative, distributed "work,,
Distributed outsourcing of partial work processes
Leveraging the knowledge and expertise

Those who want and can participate in the process based on
their skills, expertise and opportunities (in a given situation,

field).
& & ®

WHAT IS THE TYPES (ADVANTAGE ITS RELATIONSHIP EXAMPLES
+CROWDSOURCING"2 - DISADVANTAGE) WITH THE SECURITY
ENVIRONMENT
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THEORETICAL APPROACH

M It is not a new phenomenon

B The issue has been researched in the literature for more
than 15 years (Jeff Howe 2006)

Widely used in economic and business fields

Its spread was accelerated by cyberspace

In the field of security, even national security, its
visibility has recently increased

AS A'SECURITY TOOL? /1

Bug bounty programs

Cybersecurity |

Software companies
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AS A 'SECURITY TOOL? /2
v’ 2> Security incidents

'S sharing

O

0]

%)

AS A SECURITY TOOL? /3
| 2> Crowdsourced traffic
S data

O

0
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AS A'SECURITY TOOL? /4

Security awareness
campaign

Security

AS A'SECURITY TOOL? /5

Collective intelligence

~ Secu rity |
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KEY ELEMENTS (1) - WHERE?

m Humanitarian crisis, Floods, Forest fires,
m Crisis management - Coordination,

m Supporting the work of law
enforcement authorities and
government bodies,

m Transfer of digital evidence etc.

KEY ELEMENTS (2) - WHO?

y N £
m Those human sources who can make a
i s . y Platf
meaningful contribution to the result voluntarity . d:pe?:rd";m
= Volunteering |
A A 4
m Not platform-dependent r N -
m Those who want and can participate in
. . Openly Onli
the process based on their skills, defined s;a'::
expertise and opportunities (in a given goat
situation, field). b AN 4
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SUPPORT SECURITY

Support for the work of government bodies
Boston Marathon 2013 - a turning point
Groups on Reddit and 4Chan join the search

Cyber-vigilante communities have emerged in the
online space

Question of responsibility (disappears at ,,crowd”) ,:;}: 5

Main types...

Basically two main directions (expert and
information gathering)

RUSSIAN-UKRAINIAN WAR - CROWDSOURCING

m Ukrainian Security Service on STOP Russian War chatbot
m Ukrainian Police Narodnii mesnik / Avanger (Avenger) Bot)

m Ukraine, Ministry of Digital Transformation eVorogot (e-enemy) chatbot
See: Diia digital e-administration
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EXAMPLE FOR EXPERTISE

m An example for processing of already existing information:

0 Malaysia Airlines flight MH370 from Kuala Lumpur to
Beijing, which disappeared in 2014.

0  Millions of people joined the created platform
(Tomnod) to review more than 1 million square
kilometers

0 Voluntary contribution

[0 Activity of a broad crowd of high-resolution satellite

ADVANTAGES VS. DISADVANTAGES [

* Knowledge and

Advantages
expertise of the crowd

m Reducing Reaction Time,

Enhancing Information Accuracy, —m—

-
m Economic, Social and Human Benefits,
* Large number of
-
-

Manpower, expertise and innovation, contributors help the
identification

[ =

* Continuous / monitoring

Cost savings.
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ADVANTAGES VS. DISADVANTAGES

Disadvantages

Work discreetly on of the security of the participants' personal data
(anonymity for the external observer)

Sensitive boundaries: e.g. protecting people's privacy (see. social willingness
to use Covid online application)

Accuracy and authenticity (the possibility of deliberate deception or
innocent error) - the effects of these can even be neutralised by other data

The necessary limit to the activity of the "crowd".

| CONCLUSION

Could be significant even with 1. Target group definition

the rise of "Al,, (2) 2. Centralisation

3. Voluntarity of joining
(e.g. collecting evidence.)

Technology and human 4. Credibility

resources relations 5. Motivation

Development of skills 6. Cyberspace - online
indispensability

7. Security of participants

(anonymity)

Specific aspects 8. Minimising distortions
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Andras Toéth!: The impact of advanced ICT solutions on
command and control systems, from an information

security perspective
Correferatum
Introduction

Recent military operations have highlighted the significant impact of
advanced intelligence, surveillance, and reconnaissance (ISR)
systems and information communication technologies (ICT) on
command and control systems. Military leaders are committed to
gathering as much relevant information as possible during
operations. However, new technologies are required to outpace the
enemy more than traditional methods. The attainment of
information superiority is paramount in information operations and

is fundamental to the success of military endeavors.

Military information communication technologies and their

main components

Advanced technologies that can analyze the surrounding
environment in real-time and rapidly share information are pivotal
for acquiring pertinent data. In the context of military operations,

the main components of military information communication

1 ORCID: 0000-0001-6098-3262
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technologies play a pivotal role in ensuring the efficient exchange of
crucial information and intelligence. The following military
information communication technologies and their main

components are essential for this purpose.
Network infrastructure
- Sensor networks
- Wired networks
- Wireless networks
- Secure communications
- Space-based systems
Information sharing
- Intelligence, Surveillance and Reconnaissance (ISR)
- Data management
- Real-time data
- Need-to-Know principle
- Information flow control
Command and control systems

- Command centres
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- Communication networks

- Data fusion and analysis tools

- Decision support software
Key components

- Cybersecurity

- Electronic warfare

- Interoperability

- Situational awareness

- Artificial Intelligence (AI) and Machine Learning

- Umanned systems

- Redundancy and resilience

- Encryption

They are indispensable for facilitating seamless and effective

information flow across diverse military operations.
Transformation in command and control systems

The advancement of contemporary technologies in warfare
necessitates a transition of command and control systems from

network-centric to data-centric warfare. The transition is also
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significantly better suited for handling multi-domain operations
effectively and efficiently. To optimize command posts, it is
imperative to diminish reliance on physical assets and amplify data
utilization. This entails prioritizing information acquisition, analysis,
and utilization to drive decision-making and enhance operational
efficacy. Furthermore, maximizing engagement with commanders is
fundamental to effective command posts, facilitating seamless
communication, collaboration, and strategic alignment. By
emphasizing these facets, command posts can bolster their capacity
to adapt, respond, and make well-informed decisions within

dynamic and intricate operational terrains.
Information security perspectives

In this transformation, information security assumes paramount
significance. The safeguarding of sensitive data and the mitigation
of cyber threats are imperative for the maintenance of operational
integrity. Implementing robust security measures is essential to
uphold the confidentiality and security of information, thereby
fortifying the effectiveness of command posts in accomplishing their
objectives. Moreover, consistently updating security protocols and
comprehensive risk assessment procedures are pivotal in enabling
command posts to navigate potential threats proactively. Investing
in continual training and education for personnel in cybersecurity
best practices serves to fortify command posts against the evolving

landscape of cyber risks, enhancing their resilience.
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Conclusion

Advanced Intelligence, Surveillance, and Reconnaissance (ISR)
systems, alongside Information and Communication Technology
(ICT), are pivotal in military operations, providing a framework for
efficient information exchange and intelligence gathering. These
cutting-edge technologies ensure seamless information flow across
operations and also aid in transitioning command and control
systems from a network-centric approach to data-centric warfare.
Moreover, they emphasize prioritizing information acquisition,
analysis, and utilization. Equally critical is establishing robust
information security measures to safeguard the confidentiality and

integrity of sensitive data and effectively mitigate cyber threats.
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The impact of advanced ICT solutions
on command and control systems, from
an information security perspective
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The concept of information operations

The integrated employment, during
military operations, of information-
related capabilities in concert with
other lines of operation to influence,
disrupt, corrupt, or usurp the decision-
making of adversaries and potential
adversaries while protecting our own.

Joint Publication 3-13
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Key aspects and components of military
infocommunication technologies

Network Information
Infrastructure Sharing

Common Operational Picture

ala Y
A single identical display of “U
relevant information shared by
o moonlig N 1 L /)%

more than one command that
facilitates collaborative
planning and assists all
echelons to achieve situational
awareness.

Joint Publication 3-0
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Common operational picture in
information operations

Infocommunication tools are the means that
enable commanders and their tribes to...

Global information environment
* Monitor the current situation;
« Integrate and synchronize operations;

+ Coordinate multidimensional support; AT - - -
+ Update weapon systems targeting parameters; /ﬁllltal‘v information en‘"ronmem :
+ Be able to manage close-in, depth, and rear . . Nauona_l
operations as a single operation. Political |decisions _Infermation
infrastructure
Infocommunication
Media S Defence
(Internet, TV, radio) Information
Infrastructure
Effective commanders focus on relevant '&k’
information and intelligence requirements and RAGvAnt “" O
manage their intelligence cycle based on information Operations ;Iobal_
operational priorities. Advances in technology Gover and : Information
and open-source intelligence have facilitated this intelligence infrgstructure
process. Successful integration of information
operations requires battlefield intelligence IanST "
preparation based on adversary capabilities and (domestic, foreign) Common (interconnected) Internatiofial organisations
decision-making processes, focusing on current

systems (Red Cross, WHO)
operations, capabilities, and vulnerabilities. \\ /

Situational Awareness

The ability of a person or organization to perceive,
understand, and respond effectively to a situation. It
involves understanding a circumstance, gathering and
analyzing relevant information, and successfully making
informed decisions to manage
potential risks, threats, or
events.

WAIT FOR IT

Wait for it
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The relationship between situational
awareness and information operations

Situational awareness

Knowledge of the situation generated from available [ et 1

! “
1 Individual e TS Collective and :
| fesources survei?lance’ COMITONE |
4 1
| Other sources reconnaissance resources |
; sources 1
1 | 1
1 1
f ! External |
I \ 1 Information |
1 ! 1

1 1
1 'y !
1 1

! 1
1 'y 1
1 'y 1
1 m 1

! -

Formal o : : ! Regulated Regulated on 1
L anen Historical Experiencein ;! Infogrmation BFormation regulated 1
I and training background practice 1, Surveillance, information |
1 [  Media, Internet |

Cognitive Virtual
(thinking and perception) (information environment)

Information Superiority

Information superiority refers to a situation in which, on the one hand,
one of the combatants can acquire, process, and make available for
decision-making information of significantly higher quality, quantity, and
speed than the other in order to ensure the effective conduct of military
operations, and, on the other hand, it reflects a situation
in which the same party is more effective than the enemy
in transmitting information to its own and the
enemy's society, international organizations and
public opinion, in order to influence their minds f\
in their favor.
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To gain and maintain
information superiority

There are three equally important aspects of gaining and
maintaining traditional information superiority, such as:

obtaining information on the factors influencing the commander's decision, which
0 1 include the situation of the opposing party, the situation of his own forces, and the
battlefield environment;

0 2 exploit and protect their own information capabilities; and

03 blocking the information capabilities of the other party.

Haig Zsolt: Informaciés miiveletek a kibertérben. 2018

Infocommunications systems and
information superiority

—= Information

superiority
Operations \
More
More beneficial effects i Staff

measures

Better decision making

~

§

Exploiting
Information information
g
Efficient information
Advanced processing
information
Hal6zatok sharing

A
Infocommunication £
systems Information

8 management
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Command posts

Lt. Gen. Milford “"Beags” Beagle,
U.S. Army

&

Brig. Gen. Jason C. Slider, U.S.
Army

&

Lt. Col. Matthew R. Arrol, U.S.
Army

,» our command posts will be :
p|aCGS Where our |eaderS go to Lt. Gen. Milford "Beags” Beagle, Brig. Gen. Jason C. Slider, Lt. Col. Matthew R.

die n Arrol:The Graveyard of Command Posts. Army University Press (2023)

Imbalance between command and
control requirements

Command posts have evolved over time to provide the best
means to control units and sub-units in the chaos of war, to
make good decisions faster than the enemy, and to

increase effectiveness by leveraging the experience and
leadership of the commander.
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Command post in multi-domain
operations

Headquarters need to become more flexible,
mobile and resilient, while not sacrificing [
effectiveness.

Four requirements for optimising
command posts

Optimizing the command posts requires reducing the reliance on the
physical dimension (assets), increasing the use of the information

dimension (data), and maximizing the ability to interact with the
human dimension (commanders).
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Solutions

Data-centric command posts will replace network-centric
ones and rely on data development, security, and
operations engineers.

This approach allows commanders to fine-tune their
command and control systems based on unique
operational requirements and managerial preferences.

SPACE ASSETS
CONNECTED.

Command posts must eliminate the physical placement
of anything they provide "as a service" (aaS) to remain
survivable.

The aaS approach outsources the burden of proprietary
maintenance and enables rapid adoption of new

‘GROUND ASSETS: MARITIME ASSETS

technologies and mobility.

Reliance on the information dimension reduces the need ses vagroms
to consolidate staff in one location and increases
survivability.

Conclusions
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OSINT & SOCMINT are the
new RECCE?

Facebook
Telegram
X

Reddit
TikTok
Tinder

aprilis B, pentek 1532
Létta a biztonsagi kamerén, hogy oroszok dllomasoznak a i e
héaza mellett, megadta a koordinatakat az ukran
hadseregnek

Egy odesszai izletember bedldozta a hézit, hogy segitsen Kilktatni |
egy orosz hadegységet.

Andrij Stavnitser Kijev melletti hizanak biztonségi kamerajan
vette észre, hogy az épiilet mellett orosz katonik telepitenek
rakétakat, és rajott, hogy a hazt valésziniileg bivohelyként
akarjik hasznalni.

Awareness

at all levels,
everywhere,
for everyone

THANK YOU FOR YOUR ATTENTION!

QUESTIONS?

en.uni-nke.hu
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Gabor Knapp: Some vulnerabilities of global positioning

systems
Correferatum

In my presentation I would like to introduce some basic thoughts
those come up while during and in connection to my PhD research I
studied about the vulnerabilities of global positioning system

navigation like jamming during the electronic warfare attack.

The actuality of my presentation can we find in almost all military
used device or vehicle, whose integrate global positioning systems
to conduct and support operations. One-man military personnel,
aircrafts, armoured personnel carriers, tanks, operations rooms of
headquarters rely and base their decision on the information that

can source from global positioning systems.

In the recent days news told about the necessary steps of Finnair,
that they had to cancel the only commercial flights between Helsinki
and Tartu due to the possible warning of jamming the onboard
positioning systems. Such jamming was experienced in the whole
Baltic region in the past that affected next to the military use of
aircrafts also the civilian ones. However, there was no evidence that
who was behind those actions, the civilian authorities decided to

ground the planes for a while.

My research covers a bit wider area than the presented one, but

common areas are global positioning, the vulnerabilities and the use
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of such equipment by military personnel also. I try to focus on those

common areas to receive inputs to my research.

As mentioned before independently if they are used by military or
civilian due to the fact that the system use common segments
vulnerabilities to civil systems are also the same in case of military
systems. Therefore, we have to miss the so-called defensive cover
or restricted access to military equipment. And also, in the contrary,
if the military systems can be attacked, also the civilian ones have
to face with the same problem like the Estonian jamming example

shows.

While attacking the global positioning systems we have to
differentiate among the different segments of global positioning
systems, like space segment, control stations and user segmented
end devices like global positioning system receivers. Both those
segments can be, but in different ways and to different degree
affected during the phase of their use. During development,
producing and operating phases each has its own vulnerability that
could be the target of attackers. Starting from the far side space
segment can be influenced either via the malfunction of onboard
control devices, or influence the use of the controllers of the
correction engines. While we look to the controller segment, master
or control stations has devices where the attacker can try to get
access therefore intervene into to use of the system. Maybe the user

segment can be the most difficult to attack, due to the wide various
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type of the devices. But I think this kind of wide spectrum also has
the wide range of vulnerability, what if found can be used on other
devices too. Therefore, I think we can identify big responsibility on

the manufacturers of global positioning system components.

If we investigate how to influence the use of global positioning
system devices we have to think to the two main element that is
responsible for controlling this kind of systems. We have to influence
the computing capacity or we have to interfere into the availability

of the transfer network.

My intention was while I prepared this presentation to underline
what kind of parallels and differences I can highlight just for starting
discussions and common brainstorming among the audience
according to the electronic warfare and cyberspace operation. I just
listed a couple upcoming ideas those I thought to well-known and
understandable for everybody. Both operations are done in the
virtual, non-visible space that can have some experienced effect in
the physical space also. From both approach by using the
vulnerability that will have an effect to the dependency from
information. Those will influence the decision making negatively,
what harms the superiority too. After this parallel and equality
proving thesis, let’s see the opposite, a difference showing opinion.
While the electronic warfare tools can have an effect without direct
access to the source, or to the wireless transmitted information, to

intervene into those flow by cyber means we have to have at least
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one physical access to any element of the network. Those contains
also the access to wireless data transferring device, or any other IT

component that runs the system.

To defend the relevant own global positioning system element or
component I think the possible defensive countermeasures can be
the following. As from the beginning of the planning, producing,
implementing, operating the systems we have to introduce
hardening options of the systems by technological development.
Also, a proper way could be to integrate independent Global
Navigation Satellite System (GNSS) based systems to enhance
accuracy and flexibility. We cannot forget to about the fancy
buzzword security awareness that has to also elaborated and
enhance both on the side of users and also on operators to reduce

the risk of jamming vulnerabilities.

As for the way ahead and finishing the presentation I identified some
thoughts in the connection of my research. I will investigate the
effects of the vulnerability through a complex approach. During the
research I will look into details and look for the parts of IoT systems
that can identified as the smallest, but harmful element from the
global positioning system vulnerability perspective. I will check for

possible factors that can influence the degree of integrity.
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Some vulnerabilities of global
positioning systems

Topic’'s processed during the
presentation

e Actuality references

e Short overview of the
global position systems

e Parallels and differences
between the
vulnerabilities of EW and
cyberspace operations

e Possible defensive
measures

e Way ahead
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Actuality references

iy S
e

Source: Internet

Actuality references

GPS jamming in the Baltic region: Is Russia
responsible?

Source: https://www.dw.com/en/gps-j ing-in- the-balti gion-i i ponsible/: 3942
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The connection of the presentation to the
vulnerabilites of positioning of IoT systems in
the area of defence sector own research

#global_positioning
#vulnerabilities

#military_use

Short overview of the global position
systems, problems I.

e Military vs. civilian systems

e 3D positioning, providing correct time
(synchronisation, time measurement)

e Possible option to intervene during development
phase, producing and operating
o Space segment:

control devices, controller of the correction engine’s
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Short overview of the global position
systems, problems I1I.

e Possible option to intervene
during development phase,
producing and operating
© ac
o Control segment (access?)

devices
o User segment (GPS
receivers)

Source: Prof. Dr. Haig Zsolt
EW attack: Jamming of GPS navigation DSME presentation
2024.03.28.

Short overview of the global position
systems, problems III.

e Responsible for controlling of
a GPS system:
o Use of computing capacity;
o Availability of the transfer
network.

Source: https://images.app.goo.gl/hAFQhwk5PKZHIuGr6
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Parallels and differences between the
vulnerabilities of EW and cyberspace
operations*

« Operations done in the virtual, non visible space can
have some effects experienced in the physical space
also.

« Both vulnerability has effect to the dependency from
information.

» Effect with or without access.

* without any need of completeness

Possible defensive measures

Hardening of positiong systems by technological
development.

https://infinidome.com/the-rising-threat-of-gps-jamming-impacts-and-solutions

Integrating independent GNSS based systems to
enhance accuracy and flexibility.

Enhance security awareness both on the side of users
and also on operators to reduce the risk of jamming
vulnerabilities.

https://www.linkedin.com/pulse/understanding-gps-jamming-attacks-impacts-mitigation-strategies-ggwhc
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Way ahead

in the connection of my research

To investigate the effects of the vulnerability through an
complex approach.

To look into details and look for the parts of IoT systems
that can identified as the smallest, but harmful element
from the global positioning system vulnerability
perspective.

Check for possible factors that can influence the degree
of integrity.
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Thanks for your attention
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Ferenc Fazekas!: Challenges of C2 in multidomain

environment
Correferatum

Military activities are planned and directed through a well-
established command and control system. Command and control is
the main function of the military commander and the staff, thus it
is important to continuously review and upgrade the existing
processes. The planning and management of military operations are
done by applying operational art. According to the actual NATO
terminology stated in the Allied Joint Doctrine AJP-01(F), the
operational art is the employment of forces to attain strategic and/or
operational objectives through the design, organization, integration
and conduct of strategies, campaigns, major operations and battles.
The operational art is not fully intuitive, it has scientific foundation
as it uses the scientific methods and principles of planning, and
applies the tenets laid down in the doctrine. But the operational art
also depends on the personal skills of the commander and staff,
such as their skill, knowledge, experience, creativity and judgement.
The combination of these two distinct parts makes it being an ‘art’,
as the outcome depends on subjective knowledge and experiences

that vary from individual to individual.

1 ORCID: 0000-0001-7409-1054
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The roots of the science behind the operational art can be traced far
back in the history, but there’s an actual point when military
thinkers started to designate a special mental attribute that makes
the difference between good or bad commanders. This attribute was
called ,,coup d’oeil” in French, literally meaning , glance” or , quick
look”. It signified that a quality officer could decide the application
of the force on the given terrain by first glance due to the ,coup
d’oeil” he possesses. In the 19th century coup d’oeil was thought to
be an attribute that everybody had in different degrees. It could be
increased and enhanced through training and experience, but

everybody has an upper limit, the better officers’ limit was higher.

As science increasingly came into play in military leadership theory,
different approaches were born, all aimed to improve decision-
making. One improvement can be traced back to the works of John
R. Boyd, who based on his own experiences as fighter pilot
constructed a combat decision-making model of four steps: the
observe, orient, decide and act steps. This so-called OODA loop
serves as the base of the model of the present NATO approach of
the decision-making process, the Operations Process. The core of
the main activities of the Operations Process is the leadership that

directs the activities of plan, prepare and execute.

The commander in the middle of these activities may apply the
philosophy of mission command that has several tenets and

principles to make it work properly. The superior commander’s clear
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and concise intent drives the activities which have to be facilitated
by mutual understanding and trust. The ultimate goal is to have

timely and effective decisions through decentralized execution.

These aforementioned principles and guidelines are based on the
best practices of the past, but the modern operational environment
creates brand new challenges that may initiate a change in the
existing methods. Some of these factors are: the multidomain
threats, the complex terrain, the defence systems getting more
effective, the new technologies - such as Artificial Intelligence -
being utilised, and the information as a weapon. The evolving
operational environment enabled a new concept for planning and
executing operations, the so-called multidomain operations. This
new paradigm is the enhancement of the previous joint operations
and requires extensive cooperation and information management
from the own force. The concept builds on the effects-based
operations in a way that it plans and coordinates the activities of the
force through achieving synchronised effects that may disrupt or
overload the enemy decision-making system. Activities executed by
domain-specific forces create simultaneous effects that affect

enemy forces, organizations, or individuals.

In order to achieve the desired effects the different activities have
to be coordinated in a way that ensures that the own forces keep or
retain the initiative. Making acceptable decision faster than the

enemy is called decision superiority, and it makes impossible for the
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enemy to make effective reactions to our activities. Decision
superiority, or in other terms, , getting inside of the enemy OODA
loop” is desirable, but in a constantly evolving environment it is hard
to achieve, as the enemy also utilizes modern technologies and
approaches. In this aspect Artificial Intelligence can be an enabler
or even a game changer. There are several studies that deal with
the possible improvements for the command and control system,
one of them is the concept of the Mosaic Warfare. According to this
human-machine cooperation will be intense in the staff and the field
as well: the commanding human exercise machine-assisted control
over manned and unmanned units. The OODA loop in this case will
accelerate and become shorter, while the activities of the own force

focuses on disrupting the enemy’s orientation.

The transformation of the command and control system seems to
be inevitable: the theoretic framework is changing, the weight of
information is increasing, the tenets of mission command are fading
and getting more difficult to achieve in a multidomain environment.
The readily accessible large volumes of data enables precise real-
time common operational picture solutions that give new tools to
the commanders to exercise command and control over their units.
All of these factors prompt changes in the required attributes of the
commanders, and the notion of ,,coup d’oeil” still remains valid in a
modernized form: commanders have to have ,digital coup d’oeil” to
effectively apply all the digital tools available to them in order to

maintain the decision superiority and operations security.
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Challenges of C2 in multidomain environment

Operational art
NATO’s approach

The employment of forces to attain strategic and/or
operational objectives through the design, organization,
integration and conduct of strategies, campaigns, major

operations and battles.

Operational art combines the science of planning and the
guidance from the tenets of doctrine with the skill,
knowledge, experience, creativity and judgement of

commanders and staff.
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Operational art
A classical idea: coup d’oeil

Carl von Clausewitz

C2 of military operations
Decision cycle

ASSESS

Figure 1-2. The Operations Process

John R. Boyd

99



International Scientific Conference on Military Information Security
2024

C2 of military operations SRR
The philosophy of mission command &5/

Basic tenets and principles:
* Clear and consice commander’s intent;

* Mutual understanding between subordinates and commanders;

* Two-way trust;
* Timely and effective decisions;

¢ Decentralized execution.

i
i
;

The modern operational environment |
Potential threats getting more dangerous e/

. . Defense & Military
e Multi-domain threats;

* Operations in complex terrain (built-up areas, cities);
* Hybrid approaches;
* Modernization and proliferation of WMD;

» Effective defence systems;

* Information as weapon;

* Emergence of weapons utilising new or upgraded technologies.
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Concept of multidomain operations
Increasing complexity

' Cyberspace

Maritime

Challenges in C2

A possible solution - mosaic warfare

FIGURE 1: EXEMPLARY CONTEXT-CENTRIC C3 APPROACH FIGURE 11: IMPACT OF MOSAIC WARFARE ON THE 0-0-D-A LOOP

Proliferation of commercial and military sensors across

campalgn-level Input RF, visual, extra-visual, acoustic make, ibsewauon inevitable for both sides.
Human command Complexity of Mosaic force
undermines red's ability to
* develop operational plans understand Mosaic force

. structure & intended tactics
craft task orders expand blue action

« identify marketplace of capabilities

task orders COAs /
force package assigiments
Machine-assisted control ORIENT
q Y « issues request for bids to accomplish task orders speed blue decision
&»‘Q- « constructs kill chain sets from availabie capabilities
M?alc foroe pmae‘s more
options & dilemmas to
counter adversary actions and DECIDE
Manned and unmanned can more effciently allocate tasks

misslon bids  units available for tasking
requests

______________ ~ * Capabilities bid on orders Mosaic C2 approach speeds decision making throu
1« quality of bid depends on abillty to contribute Rl Corapand and machne o5 e"

/ | to an eflective kill chain (Le. proximity, speed.
| material cor ey
1 hood i
| = nominate and actice

[l manned/ mixed unit I unmanned unit
squad, destroyer, tanler, strike leam, etc  uav, ugy, uwv, usv, missile, sakeliite, elc.

and. -
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Challenges of the present and future
Transforming planning and C2

* The theoretic frame of decisionmaking
changes;

* Human-machine trust and understanding;

* Information overload / loss;

Stop Micromanaging

* Possibility of decentralization changes;

e
”n
 ,Tactical Generals”; ﬁ Q‘!

* Digital coup d’ceil required.

Thank you for you attention!
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Viktor Szulcsanyil: Opportunities and challenges in

analysing the actions of cyber threat actors
Correferatum
Introduction

There is a threat actor behind every cyber attack, however,
identifying the perpetrator of these harmful activities keeps
remaining of the most challenging objective of a daily life of cyber
security experts. In order to effectively prepare for and defend
against these complex cyber operations executed by either a
hacktivist group or a state-sponsored APT group, first we need to
understand the motives behind such attack and know every possible
attack surface and vector that could be used during a potential

breach of an IT infrastructure we would like to protect.

In my presentation, I tried to summarize the general characteristics
of the activity of the attack groups, the current trends seen in the
latest cyber attacks, as well as the technical details that help to
detect the activity. I also presented multiple opportunities for data

collection regarding the indicators of a cyber attack.

Current trends in the activity of threat actors

1 ORCID: 0009-0003-7946-6312
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Cyber threat groups are becoming more and more sophisticated and
fact goes hand-in hand with the necessity of constant development
in detection capabilities as well. Cyber security experts are facing
newly emerging threats regularly and this will continue to be one of
the biggest challenges for defending an organization’s IT

infrastructures.

APT groups are carefully planning each and every operation which
enables them to be quick at adapting and reacting to new
vulnerabilities or applied security measures. During the preparation
phase of an attack, an actor would monitor the exploitable attack
vectors or attack surface of an organization for a relatively long
period, even for several months in order to increase the

effectiveness of the cyber operation.

A continuous increase can also be identified in the field of
cooperation between formerly independent cyber threat actors. This
tendency is even expanding to cooperation between nation states,
which makes the identification process of a potential breach more
and more difficult. These actors are frequently using shared services

for resource optimization reasons as well.
Opportunities for identifying actors behind an attack

Several factors can play a significant role in categorization and
identification, such as the timing, the possible motivation, or the

technical details of the attack.
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In this presentation, I present the analysis of the activities of attack
groups from the technical aspect. Instead of searching for occasional
textual comments, errors, and typos in the source code of a malware,
it is advisable to search for or create a general signature that can
be used in all cases for a specific group. The TTPs defined by the
MITRE ATT&CK Framework is meant to serve this exact purpose. As
for signature-based identification, it could be relying on two main

components: TTPs and I0OCs.

The use of TTPs can outline the given group relatively reliably, but
it is a source of information that is more difficult to filter. On the
other hand, IOCs are significantly easier to identify, however, time
is of critical importance in this case, since it is possible that the
compromised or attacker-related infrastructure used during the
attack was only under the control of the attacker for a few days or
a few hours, and before and after the event it belonged to a
legitimate service. For this reason, it is not necessarily reliable as
IOCs are rarely reused, although it is definitely recommended to

filter or monitor them through cybersecurity solutions.

Identifying certain characteristics of an APT group can be executed
in multiple ways, based on different types and procedures of data
collection and analysis, which I will explain in detail with a few

examples later in my presentation.

In November 2023, the cybersecurity company Kaspersky released

a summary report on the activities of Asian APT groups, identifying
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the detailed signatures that were detected during the attacks these
threat actors carried out. The signatures range from the IP
addresses, domains and other indicators used to the TTPs
associated with each step of the attack process defined by the
Unified Kill Chain. This summary report focuses on multiple threat
actors operating in Asia and from the thorough analysis of recent
cyber attacks related to these actors, the threat intelligence group
of the company was able to drew a few important conclusions about
how they operate. In my presentation, I would like to present a few
examples of what characteristics can be determined from analysing

the activity of an APT group. [1]

Based on the report, several methods and procedures are being
used by these actors in the phase of establishing persistence. One
certain signature, however, appears as a recurring element more
often, in almost every attack carried out by Asian APT groups. This
signature is a combination of multiple TTPs, including the creation

of a windows service, DLL side-loading and process hollowing.

Process hollowing is a technique used by attackers to replace a piece
of legitimate code running in memory with malicious code. DLL side-
loading is a form of DLL hijacking, when an attacker loads a
malicious, but legitimate looking, renamed DLL file into a vulnerable
application. The vulnerability is due to the use of a partial file path,
where the operating system starts searching for the referenced DLL

in a predetermined order, and the attacker places the malicious file
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ahead of the actual, legitimate built-in DLL file in this particular

order.

Although the signatures defined in this report could be copied or
specific to multiple threat actors, it could provide a starting point in
analysing a cyber attack, along with the other indicators used by the

given attacker.
Possible methods to gain valuable information

The continuously evolving cyber landscape is the reason why finding
new, effective and even unorthodox ways of gaining valuable
information became a necessity. The analysis and processing of
threat and malware reports published is still useful, but lacks
proactivity as it focuses on using information about a cyber attack
that has already occurred for defensive measures. Therefore using
intelligence operations against the possible attackers, especially
threat groups sponsored by a nation-state is becoming more and
more crucial for maintaining the security of our key IT

infrastructures.

A possible solution for this problem could be considering the usage
of virtual HUMINT capabilities besides the more general approach of
OSINT and SOCMINT operations. Although the latter two are skills
that can be developed more easily, mainly hacktivist groups publish
information about their current targets and if APT groups are our

main concern, there will be little to no information available about
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future attacks. However, through an effective virtual HUMINT
operation, even advanced hacker groups could be infiltrated and
that potentially provides access to critical information about the

given group’s further actions in preparation.

Another interesting method for data collection is utilizing the vast
information available through malware databases. Searching
malware databases, obtaining specific samples and analyzing them
in detail could be a good starting point when analyzing the activities

of attack groups.

Malware databases are available as a paid service or publicly as well.
The disadvantage of these is that usually we are working with bulk
data, and most of the time preliminary analysis result or
categorization is not available. However, paid services could already
contain preprocessed, categorized data, which is more useful for

collecting information about a certain threat actor.

Unfortunately, reverse engineering malware samples is a more
difficult activity to automate, so it turns out to be an extremely

resource-intensive task for even a medium-size company.

The usage of deception techniques, namely honeypots however
could still be a viable option for analysing the activities of cyber
threat groups, despite the fact that it may also require significant
human resources to process the collected information.

Implementing deception techniques could provide more targeted
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and detailed information about the activities of threat groups than

the previously mentioned methods if it is executed optimally.
Challenges in the near future

The field of cybersecurity is expected to be ever-changing. This
phenomenon could be both a challenge and an opportunity as well.
From the defending side, it would seem more difficult however to
adapt to the constantly changing signatures of attacks or the newly
emerging threats. The increasing demand for deep technical
analysis of each complex attack could chip away the resources from
an organization’s day-to-day activities, like maintenance, code

development or other equivalently important tasks.

Although there is a moderate evidence of the spread of artificial
intelligence usage in the activities of APT groups, the challenge
related to Al-supported cyber attacks or defensive capabilities

remains a priority for the next few years of cybersecurity. [2]

Conducting regular vulnerability scans and continuously developing
the incident management process could be useful and is always
recommended to mitigate the possible attack vectors in an IT
infrastructure, but most of the time the measures mentioned above
are still not sufficient enough together to evade a potential cyber
attack. [3]

The necessary legal basis and possible consequences of attributing

a cyber attack are currently unclear and in my opinion will still
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remain in obscurity, however, the issue of the former could be

partially solved by detailed, strict regulation. [4]
References

[1] Kaspersky Threat Intelligence (2023), Modern Asian APT Groups
- Tactics, Techniques and Procedures, Available at:
https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2023/11/09055246/Modern-Asian-APT-
groups-TTPs_report_eng.pdf (Accessed 8 May 2024)

[2] Dijk A. (2021), "Detection of Advanced Persistent Threats using
Artificial Intelligence for Deep Packet Inspection," 2021 IEEE
International Conference on Big Data (Big Data), Orlando, FL, USA,
pp. 2092-2097, doi: 10.1109/BigData52589.2021.9671464.

[3] Magyar S., Szulcsanyi V. (2023), “The importance of cyber
defense exercises to increase resilience”, In: Tastanbekov M.;
Agayev E., 1. BILSEL INTERNATIONAL EFES SCIENTIFIC
RESEARCHES AND INNOVATION CONGRESS, Izmir, Turkey, pp.
607-615.

[4] Finlay L, Payne C. (2019), “The Attribution Problem and Cyber
Armed Attacks”, American Journal of International Law, AJIL
Unbound, Vol. 113, pp. 202-206., d0i:10.1017/aju.2019.35

Keywords: threat, APT, cyber threat intelligence, honeypot

110



International Scientific Conference on Military Information Security
2024

111



International Scientific Conference on Military Information Security
2024

Opportunities and challenges in
analysing the actions of cyber
threat actors

Viktor Szulcsanyi
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Recent trends in cyber attacks

Organized, state-sponsored cyber threat groups and emerging threats

Quick adaptation and reaction to the applied cybersecurity measures and new
vulnerabilities

Formerly independent, now increasingly cooperative groups

* Continuous monitoring of attack vectors for the effective preparation of cyberspace
operations

Using shared services is becoming more frequent (Cybercrime-as-a-Service)

Signature-based categorization

* MITRE ATT&CK —TTP-s
* Relatively reliable
* Previously identified attack methods are often being reused
* Harder to detect
* 10C-s
 Significantly easier to identify
* Not necessarily reliable
* Typically not reused
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Signature-based categorization
Asian APT groups

* Based on a summaryreport issued in November 2023

Narrowed list, specifically with elements experienced
during the activities of the attack group

They usually do not resort to destructive methods at the
end of the attack

* Global activity

SIGMA rules fa\ ‘\
(eJ)(e ‘;( _e)

Signature-based categorization
Asian APT groups- Gaining persistence

» Several, but one outstanding method that is typical for the group
* T1543.003 — Create or Modify System Process: Windows Service
* T1574.002 — Hijack Execution Flow: DLL Side-Loading
* T1055.012 — Process Injection: Process Hollowing

* Step 1: Delivery of harmful DLL and DLL hijacking vulnerable but legitimate executable file
» Step 2: Create and start a Windows Service pointing to a legitimate file

* Step 3: Process Hollowing is used to create a new process and load malicious code into
memory through it

* Step 4: Hide activity behind the svchost.exe process

* Result: A continuously running process with elevated privileges that an attacker can access
at any time
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Data collection and analysis methods
CTI + Intel

* OSINT
¢ SOCMINT

* Mainly hacktivist groups publish information about their current targets

¢ HUMINT
* Colonial Pipeline -2021

* Analysis and processing of Threat and Malware reports

Data collection and analysis methods
Malware DB

* Public service, available for free
* Paid service

* Bulk, uncategorized and categorized,
processed data

* Extremely resource-intensive solution with an
uncertain return value
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Data collection and analysis methods
Deception techniques

* Public service, deployable, available for free ‘ I I h
Paid or self-hosted service

Monitoring the use of "leaked" credentials

(Honeytoken) Honeypot
-
* It mayalso require significant human resources m'

It can provide more targeted and detailed
information about the activities of threat
groups than the previously mentioned methods

Future challenges and difficulties

Constantly changing signatures

* New emerging threats

Increasing cooperation between cyber threat actors
* Automation, spread of Al usage

Increasing demand for technical analysis

Legal difficulties of threat attribution

* Prevention is essential, but it would never provide complete protection
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Thank you for your attention!
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Attila Jozsef Busal: The place and role of the cyber security

trainings in the Hungarian Defence Forces
Correferatum

Cyber security is one of the most sensitive areas of security science
today. This area of information security is becoming prominent not
only in the military but also in civilian life. This conference paper
presents the role and development of cyber security training in the

military.

In the following few lines, it will be shown how cyber security has
become a substantially important security area since the early
2000s. In 2007, Tallinn, the Estonian capital, was the site of a major
cyber-attack, which became known as the first major cyber-attack.
At the heart of the crisis were cyber-attacks on Estonia, which
completely paralysed the country with a successful offensive on
government and economic targets. The background to the events
was the Estonian government's announcement that it would move
the Bronze Soldier monument from the centre of Tallinn to a military
cemetery on the outskirts of the city. Following this, the Russian
hacker group Killnet is believed to have launched a coordinated
cyber-attack against Estonia. The attacks also left many
government and business websites, as well as online banking

systems, completely paralysed. Following the cyber-attack, NATO

1 ORCID: 0009-0009-6167-2154
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allied nations joined forces to help Estonia, which had been plunged
into the digital dark ages. Thanks to this united effort, the country
has leapfrogged two generations of digital progress. The role of
cyber defence was enhanced by this event, and in 2008 the NATO
Cooperative Cyber Defence Centre of Excellence was established in
the Estonian capital Tallinn, where the development and training of
cyber defence-specific training in NATO began. Initially, the centre
received major support from the United States and Israel, and later

32 other countries from around the world joined the list of sponsors.

The next milestone was the emergence of the Stuxnet worm in 2010.
This cyber-attack was directed against Iran's nuclear program and
specifically targeted industrial systems used by Siemens. Stuxnet
was one of the first known cases of a cyber-attack targeting real
physical systems and had a major impact on the industrial processes

involved.

At the 2016 NATO Summit, the Heads of State and Government
unanimously declared their commitment to making cyberspace an
operational domain, and accordingly adopted it as the fourth
operational dimension (alongside land, air and sea). Interestingly
the space only became the fifth operational domain after that, in
December 2019. To strengthen cyber defences, the NATO member
states need to develop a hew cyber defence strategy and strengthen
their cyber resilience. Subsequently, cyber defence training will start

to be developed at a strategic level in several nations. Building on
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the national defence cyber security training institutions established
in neighbouring European countries, Hungary has also started to

organise such training in 2018.

The 2020 National Security Strategy also called for the
strengthening of cyber capabilities, and the 2021 National Military
Strategy also supported the creation of a new Cyber and Information

Operations Centre.

The Cyber and Information Operations Centre of the Hungarian
Defence Forces (HDF CIOC) was established in early 2022 by
merging the Military Cyber Operations Centre of the Hungarian
Defence Forces, the Civil-Military Cooperation and Psychological
Operations Centre and the Electronic Incident Management
Headquarters of the Budapest Garrison Brigade, in response to
security challenges. The soldiers of this unit of the National Defence
Forces are involved in the protection of the electronic information
system of the Ministry of Defence and in the prevention of
cyberspace threats every day of the year. Twenty-four hours a day,
the staff of the centre is tasked with combating computer malware,
ransom notes and malicious code. While there is never 100 percent
protection, 21st century technology is in capable hands and can be

relied upon to provide the right level of protection.

In the Centre, cyber training tasks are carried out by the Cyber
Training Subdivision within the Training Division. In contrast to the

international schools listed above, at the time of writing the Centre
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is still only organising training courses in the defence sector in the

country.

In the beginning, finding professional cyber security experts was a
huge challenge; there are far fewer cyber security experts than
needed and this is a global problem. One of the main considerations
in the selection of professionals was the importance of 'reverse
thinking' in this field, as both the attacker and the defender have to
constantly look for loopholes and alternative solutions in this area
of defence. The design of the training courses considered the
didactical and methodological aspects of cyber security training in
similar areas. The aim was to develop the "cyber capability" from
scratch. Once the required capabilities had been defined, the

training modules deemed necessary were developed.

The basic cyber security training modules have been defined as

follows:

Cyber-awareness,

o Cyber security practitioner,

o Cyber security management,
o Python programming,

J Ethical Hacking,

e Digital Forensic and Incident Response,
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o Cyber security for military decision-makers,
o Cyber security for senior NCOs.

The technical development of the Centre and the replenishment of
its specialised staff are ongoing. It seeks to attract the workforce
with outstanding development opportunities in the Hungarian
Defence Forces. The future objectives of the institution include the
development of e-learning-based on-line training and the

organisation of English-language training courses for NATO.

As a small digression, it is important to mention that for the first
time in Hungarian public education, cyber awareness is introduced
as a compulsory subject in the training of defence cadets, which
provides students with an insight into the basic areas of cyber
security and draws attention to the dangers of everyday cyberspace

use.

The conference presentation shows that the role of cyber defence
training institutions within NATO, and thus within Hungary, is key to
responding effectively to modern cyber security challenges. These
training institutions help Allies to develop their cyberspace skills,
adapt rapidly to threats, and improve cooperation and information
sharing, thus contributing to the security and resilience of NATO as

a whole in cyberspace.
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Historical overview

* 2007, Tallinn (concerted cyber attack);
* 2008, NATO Cooperative Cyber Defence Centre of Excellence, Est.
* 2010, Stuxnet;

* 2016, NATO Warsaw summit (making cyberspace an operational
area);

* 2019, NCIA Academy - Oeiras;
* 2019, NATO School — Oberammergau;
* 2020, Cyber Security Training Centre of Excellence — Warsaw.

The legal background

* 1163/2020. (IV. 21.) government res. [The National Security Strategy]
Point 101. ,,Hungary considers cyber -capabilities capable of
endangering physical security or causing significant material damage
as weapons, and their use as armed aggression, which can be
responded to in physical space.”

* Act CXL of 2021 3. § 24. ,,operational area: the geographical area
defined and designated in the operational plan and the airspace above
it, as well as cyberspace,”
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Cyber organisational improvements in the HDF

* 2019 — Cyber Defence Perspective (separate theatre of operations,
capability definition)

* 2019/2020 — "Cyber Academy", Szentendre
* 2020 — HDF Cyber Coordination Division Vg pcao™

* 2021 — Preparing the integration of CYBER, CIMIC, PSYOPS and
Event Management

*2022.01.01 — Cyber and Information Operations Centre
* 2022.11.01 — Cyber Operations Command

\BER KEPZ
* \QOZPONTS/

Cyber organisational improvements in the HDF

CYBER SECURITY
EDUCATION
* Find experts.

 "Thinking backwards" is a PRIORITY. Attacks need to be analysed in
order to design an appropriate defence.

* Examining the themes of NATO cyber defence training.
* Examining topics for civil cyber defence training.

* How to build a cyber defence specialism?

* Research into the most effective teaching methods.

* Create training modules.
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Cyber security modules

MASTER'S IN CYBERSECURITY:
MUST-HAVE MODULES

* Cyber-awareness ‘(72 Foundations of
. i ‘{g}r‘; information assurance
* Cyber security practitioner

* Cyber security management Cyberlaw and’ @\
. ethics L_J
* Python programming =
* Ethlcal HaCkmg /.\ Human factors
) in security

* Digital Forensic and Incident Response
* Cyber security for military decision-makers — /@\
* Cyber security for senior NCOs securiy | \04

-
/ \ Applied
cryptography

Goals

* Providing training throughout the government sector.
* Processing experiences from participation in national exercises.

* Design e-learning training courses (cybersecurity —maturity
assessment).

* Continuous improvement for the future.
*LLL
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Read more

Summary

The role of cyber defence is of paramount importance at international and national
level. But protection should not be left to professionals alone. All users must be
aware of the cyber threats they face and do their utmost to use cyberspace
consciously.

GUNMARY!
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Solution

,»No defence can replace common sense!”
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Any questions?
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Resources

* 1163/2020. (IV. 21.) korm. h. [Nemzeti Biztonsagi Stratégia]
* 2021. évi CXL. torvény [Hvt.]

» Szenes Zoltan: Elrettentés ¢és védelem a NATO ) haderémodellje
http://real.mtak.hu/160782/1/HT 32 2 3-17.pdf (letsltve: 2023.11.13.)

* Kiss Zoltan: Honvédségi Szemle , Zrinyi Kiad6, Budapest 147 évf. 2019. /
2. szam

« Jamie Shea: Resilience: a core element of collective defence. NATO
Review, 3. 30/03/2016. http://www.nato.int/docu/Review/2016/Also-in-
2016/nato-defence-cyber-resilience/EN/index.htm (letsltve: 2018.04.16)

* MH KIMK - Cyber Academy: L. modul tananyag
(Busa A. J., Racz O., Umhauser B.), Szerk.: Busa A. J., Szentendre, 2022.
* Honvédelmi alapismeretek tankonyv

(Almasi L., Balog P., Berkecz G., Busa A. J., Drét L., dr. Eleki Z., Fekete
A., dr. Kéllai A., Kalmar 1., Mihalyi L., Nyulészi T., Sziics P., dr. Talas P. H.,
Toth G., Zentai K.), Zrinyi Kiad6, Budapest, 2023.

Thank you for your attention!
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Olah Istvan: Egy publikus felh6szolgaltatas biztonsagi

kontrolljai egy pénzintézetnél

Egy publikus felhdszolgaltatast lehet-e a hazai jogszabalyok szerint
auditalni kérdésben nem egységes a szakma valasza. A
konferencian résztvevoknek is feltettem a kérdést. Nem volt aki
szerint a 41/2015. (VII. 15.) BM rendelet az a&llami és
onkormanyzati szervek elektronikus informacidbiztonsagardél szélo
2013. évi L. térvényben meghatarozott technoldgiai biztonsagi,
valamint a biztonsagos informaciés eszkdzOokre, termékekre,
tovabba a biztonsagi osztalyba és biztonsagi szintbe sorolasra
vonatkozd kovetelményekrdl szempontrendszere szerint egy audit
elvégezhetd lenne. Az elédasomban egy javasolt moddszertant

mutattam be erre.

Egy publikus felh6szolgaltatas biztonsagi kontrolljai egy pénzintézetnél
Olah Istvan doktorandusz

Nemzetkozi Katonai Informaciobiztonsagi

Konferencia
2024. majus 9.
Obudai Egyetem Banki Donat Gépész és Biztonsagtechnikai Mérnoki Kar, Budapest
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Egy felho alapfogalmai és felelosségi rendszere

Az alapok tisztazasat, felel0sségi rendszerét a 2; 3; 4; 5, didakon

mutattam be.

Mi a felh6?

* Egy technoldgia,
* Erdforras,
* Szolgéltatasok,

* A gyakorlatban sokan keverik ezeket a

gondolkoddsban.

* A foldon is lehet a publikus felhé!

Hibrid Cloud.

Egy publikus felhé jellemzGi

BIZTONSA

* A publikus felh@szolgaltatas ot Iényegi ismérve a kovetkezd NIST SP 800-145:
* a szolgaltatas igény szerinti, akar dnkiszolgdléo mddon vald igénybevétele,
¢ dltaldnos haldzati elérés,

* megosztottan hasznalt eréforrasok,
* 3 valtozo kapacitas-igények gyors lekdvetése,

* mért szolgaltatas (felhasznalassal aranyos hasznalati dij).
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[aaS PaaS SaaS
Felhasznilok - Felhasznilék Felammllsk
Adatok Adatok Adatok
Alkalmazisok | Alkalmazisok Alkalmazisok
Futats Kmyeret e
Opericids rendszer Opericids rendszer Opericiés rendszer
Hivervi — Hivervi
Szerverck Szerverck Szerverck
Tiroloesskdzok Térolbeszkazok Taroloeszkdzok
Fizikai halazat Fizikai hilozat Fizikai hilazat
\ Y & A
Jelmagyarazat
Szolgiltatisi modellek:
Kozvetleniil az Intézmény ihal kontrollilt
Kézvetleniil a felhészolgiliats dltal kontrollilt
v Vagy sz lotézminy, vagy s Relbbszolgélatd il koawrolil
https://www.mnb.hu/letoltes/4-2019-felho.pdf

Kontrollok a felh6ben?

Egy adat szempontjabdl érdektelen, hogy:
* User hoston,

* Server hoston,

* Storageon,

* Fentiek virtualis verzion, A VEde!emnEk i
 Szalagon, egyenszilardnak, és

* Lem " ’ 7

+ Hordozhatd wathordozén, kockazatokkal aranyosnak

* Mobil eszkozon,

szlikséges lennie!

* A Felhdben,
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Egy felho logikai kontrolljai

A BM rendelet szerinti logikai kontrolljai szerinti audit Iépéseit a 6;

7; 8; 9; 10, ismertettem.

Kutatasi eredmeény, az 6t |épéses
kontroll modszertan

Ibtv. Megfelelés kontroll szinten- |

* A bemutatott eset a Microsoft Azure plafromra értelmezett, de az 6t |épés minden
publikus felhdszolgalaténal elvégezhetd,

* Az AzPolicyAdvertizer/semicolon lapon az Azure policydefiniciok 6sszefoglalasa taldlhato
meg. Az Azure védelmi profilok egyes adatai innen keriilnek az Azureba,

* Elsd lépésként célszer(i ,az allami és 6nkormanyzati szervek elektronikus
informaciobiztonsagardl szold 2013. évi L. torvényben meghatarozott technoldgiai
biztonsagi, valamint a biztonsagos informaciods eszkozokre, termékekre, tovabba a
biztonsagi osztalyba és biztonsagi szintbe sorolasra vonatkozé kévetelményekrdl szélo
41/2015. (VII. 15.) BM rendelet kontrolljait NIST azonositéval 6sszerendelni, pl:

BM rendelet NIST
3.3.10.10.1. Az érintett szervezet
3.3.10.10.1.1. meghatarozott idotartamu inaktivitds utan, vagy a
felhasznald erre irdnyuld lépése esetén a munkaszakasz zarolasaval
megakadalyozza az elektronikus informacios rendszerhez valé tovabbi
hozzéférést;
3.3.10.10.1.2. megtartja a munkaszakasz zarolasat mindaddig, amig a
felhasznalé a megfeleld eljarasok alkalmazasaval nem azonositja és
hitelesiti magat djra.

3.3.10.10, A munkaszakasz zarolasa AC-11
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Ibtv. Megfelelés kontroll szinten- Il

* Masodik Iépésben a NIST kdd alapjan az audit dokumentumokban
megkeresni az adott kontrollt:

NIST

The information system:

a. Prevents further access to the system by initiating a session lock after
[Assignment: organization-defined time period] of inactivity or upon receiving a
request from a user; and

b. Retains the session lock until the user reestablishes access using established
identification and authentication procedures.

AC-11 Session Lock

* Harmadik Iépésben a kontrollal kapcsolatos el&iras értékelése kovetkezik
megfelel, vagy nem felel meg lehet6ség szinten: |GEN!

Ibtv. Megfelelés kontroll szinten- Il

* Negyedik lépésben, az adott kontroll kialakitasat sziikséges el&irni
egy EIR biztonsagi rendszertervében,

« Otodik lépésben az pl. Azure-ban az adott rendszere az
érvényesité paramétereket hangolni sziikséges, azaz az
alapbeallitasokat kontrollonként végig kell gondolni, és a
hangolast elvégezni,

* Amennyiben nem lehet kdzvetlen a kontrollt kialakitani, akkor
kiegészit6é kontrollokat sziikséges elGirni,

* Az el6ird jellegli lépések a forrashelyrél pl. excel exportot
alkalmazva ugy végezhet6k el kbnnyedén, hogy egy ,lres OVI”
tablaba az 6sszerendelési logikat bevissziik, azaz az ovi téblat egy
felhds + ,fillel” |atjuk el.
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sl Ibtv. Megfelelés kontroll szinten- IV

* Az adott rendszer biztonsagi elGirdsait a kibévitett ,ovi” fajlban ugyanugy
lehet kezelni mint a tobbi kontrollt,

» Az el6irt kontrollok (kiegészit6/helyettesit6é kontrollok) paramétereit nem
sziikséges egyenként konfiguralni, mert a
"M" (Mandatory), és az "O" (Optional) értékeket filebdl be lehet olvasni,
és az értékek benne lehetnek egy egy rendszer biztonsagi leird
adatbazisaban, akar az ovi tdbldjaban is,

* A biztonsagos kornyezet egyszer(ien és gyorsan alakithato igy ki, s6t a
valtozasokra riasztds allithatd be (Sentinel).
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Egy felho fizikai kontrolljai

A fizikai kontrollokkal kapcsolatos gondolataim a 11; 12; 13; 14,

didk tartalmazzak.

Kutatasi eredmény, a publikus
felhdszolgalatd adatkdzpontjara
az igénybevevd szervezet fizikai

kontrolljait alkalmazni
szlikséges.

Az adatkozpont szemlélet a fizikai

biztonsagra ?

* Egy publikus felhdszolgéltaté miiszaki épultei ugyantigy a szervezet miikodési fizikai tere,
mint a sajat épiiletek, sajat adatkozpontja a védelem szempontjabol.

* A fizikai kontroll, és az objektumbiztonsagi elGirasokat a szolgélatéra is érvényesiteni
sziikséges.

* Amennyiben ez nem lehetséges, kiegészit6 kontrollt szikséges alkalmazni!

BM rendelet NIST

Kriptografiai mechanizmusokat kell alkalmazni a digitalis adathordozokon
tarolt informaciok bizalmassaganak és sértetlenségének a védelmére az MP-5

= ks 3 gdel
s Riiptogridialvece e ellendrzott terileteken kivili szallitas folyaman.
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NIST MP-5

MEDIA TRANSPORT
* Control: The organization:

* a. Protects and controls [Assignment: organization-defined types of
information system media] during transport outside of controlled
areas using [Assignment: organization-defined security safeguards],

* b. Maintains accountability for information system media during
transport outside of controlled areas,

* c. Documents activities associated with the transport of information
system media,

* d. Restricts the activities associated with the transport of information
system media to authorized personnel.

A KULCSOK a KULCS!

¢ Lehetdség szerint ne a szolgalato
eszkozein képezzik a kulcsokat, mert
a maradvéanyinformacidkra is gondolni

érdemes,
* Akulcsmenedzsment legyen U l '

szabalyozott, zart,
¢ Akulcsokhoz a felhd szolgaltatd ne
férjen hozza!

* Az adatnak valahol ott kell lennie gono  — ]
[Uﬂﬂ

nativan! Ha mashol nem a
memdridban, ezért mindent napldzni
szlikséges!

¢ HSM!
szoftveres (memdria probléma),
hardveres (jellemz6en dragal).

Forras:
https://uww.uscloud com/azure-dedicated-hsm/
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Zaro gondolatok és irodalom jegyzék

A felhasznalt irodalmat és a zard gondolatot a 15; 16; 17, didk

tartalmazzak.

A Hol lehet a kontrollokat kialakitani?

MINDENHOL !

mert egy, egy kontroll nem
szolgaltato, és/vagy technoldgia,
és/vagy fizika tér
fuggo!

Felhasznalt Irodalom
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K6szonom megtiszteld figyelmiiket!

Obudai Egyetem
Biztonsagtudomanyi Doktori Iskola
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Péter Stranszki: The need to develop information security

awareness
Correferatum

In the last nearly 35 years, the Internet has gone through leaps and
bounds. In the early 90s, only the privileged could access it and -
from today's point of view - only relatively few websites could be
browsed, and those who had an email address could use it for
electronic communication. The most of the Internet users at that
time largely did not even think that the Internet could be the scene

of harmful activity.

Nowadays, there is almost no person who is not connected to the
Internet in some way and at some level. On the Internet, anyone
can read news, communicate, do official business, bank or shop
from the neighboring village or the other side of the world. Internet

communication has become an essential part of our everyday life.

In parallel, the telecommunications sector also developed, call
centers were created and the possibility of official contact through

the telecommunications channel was created.

The age group that "experienced" the development of the Internet
tried to keep up with the speed of development, while it is an
integral part of the everyday life of young people. During this
development process, almost exclusively the positive effects of the

novelties were presented, the new services each solution offers, or
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in what ways it is better than the current ones. Since the dangers
of the Internet and impersonal communication were not presented,

many people do not even think that any problems could arise.

However, the development constraint also has negative effects:
individual software and applications were and are not sufficiently
tested, and functionality and economy overshadow security.
However, where there are security gaps, there will necessarily be
those who intend to exploit them, and those who want to make a
profit from them. On the one hand, cybercriminals try to take
advantage of the security gaps left in this way, so that they can
enter computers or computer networks and steal data from them,

or just make the computer or network unusable.

Another group of abuses is when they deceive the user by directing
them to a website similar to the original one and asking for data
that can be used, e.g. access their bank account or by calling users
and personalize a banks call center and ask users for their credit
card details or ask them to transfer money to an account defined by

the cheaters.

It can already be seen that the attackers will become more and more
professional, pay more and more attention to the small details, and
it will become more and more difficult to distinguish the real from
the fake.
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What can be done to ensure that, despite being connected to the

Internet, we do not suffer damage?

The best defense against attacks exploiting security holes is to
constantly update both devices and software as recommended by
the manufacturer, thereby eliminating known security holes as soon

as possible.

The best defense against fraud is to draw attention to the existence

of this type of abuse and current trends.

It would be necessary to educate and explain clearly to everyone
how the Internet works, what possibilities it has and for what reason
and with which methods attackers try to obtain our data and what
kind of behavior and security-conscious thinking anyone can do to

protect their own data against these methods.

Several forms of these clarifications are possible, the simplest being
perhaps regular information security awareness training, where
current threats, their trends, the currently most common attack
schemes and effective defense methods can be presented in general.
In addition, the protection solutions and rules that users must and
can do in order to reduce vulnerability can be dealt with in particular.
Such an education can be an excellent opportunity in schools or
workplaces, in addition to raising awareness campaigns general,
everyday life, to present and repeat the special rules specific to the

given institution and to emphasize the most important ones.
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This type of education would be needed by all Internet users,

regardless of age, gender, or education. Since some types of attacks
have received more and more publicity in recent years, the media
drew attention to the existence of this type of danger. This can be

a good start, what can lead to a safer internet environment.
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THE NEED TO DEVELOP
INFORMATION SECURITY
AWARENESS

PETER STRANSZKI

OVERVIEW

® The evolution of the Internet
® Problems of the fast evolution
®* Main attacking methodes

* About defence methodes

®* Why is education important
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THE EVOLUTION OF THE INTERNET

® Early 90s:
* Only few websites
* Few email address owner

* Few information

* Nowdays:
® Lot of information

® Lot of public services (shop, bankig, communication, do official bussines)

® Part of everydays life

PROBLEMS OF THE FAST EVOLUTION

® Only the advatage presented
® Lack of time for testing and education

* Need for using the newest solutions
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MAIN ATTACKING METHODES

* Take advantage of the security gaps

® Deceive users

* With fake webpages
* With fake calls

ABOUT DEFENCE METHODES

® Make the computer secure by
* Updateing to the newest version

* Change hardware time to time for newer version

® Educaion of people
* About the dangers throu the Internet
* About current attack-methodes

* How to defence agaist attacks

146



International Scientific Conference on Military Information Security
2024

WHO AND HOW SHOULD BE EDUCATED

® Everyone

* All age

* All gender

* All education level

® Everyone clearly to be able to understand importance

SUMMARY

® With the evolution of the Internet only the need for new
® It caused vulnerabilities, good oppurtunity for hackers

® Defence with update of hardware and sorftware

* Importance of information security awareness education

®* What and how to educate
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Thank you for your attention!
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Haya Altaleb?, Zoltan Rajnai?: The Role and Impact of the
Network Equipment Security Assurance Scheme (NESAS) in
the 5G Era

Correferatum

The Network Equipment Security Assurance Scheme (NESAS) is a
critical security assurance framework for the mobile industry,
designed to standardize security assessments and evaluate
equipment vendors, ensuring compliance with legal guidelines. This
study provides an overview of NESAS, detailing its definitions,
functions, and significance. Additionally, it explores the implications
of the 5G digital revolution, addressing key concepts, associated
risks, and potential enhancements. Furthermore, the study
examines the European Union's cyber risk assessment, highlighting
major threats, the 5G risk landscape, and recommended
governmental actions. In light of the increasing need for robust
security evaluation methods, the importance of maintaining secure
telecom infrastructure and systems throughout their lifecycle is
emphasized. This abstract underscores NESAS's benefits for
network operators, equipment vendors, regulators, and the broader

industry, advocating for diversified resources, continuous risk

1 ORCID: 0000-0002-1442-4037
2 ORCID: 0000-0002-9139-736X
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assessments, and collaborative efforts between public and private

sectors to mitigate cybersecurity threats effectively.

The rapid digital transformation across various sectors has
significantly raised cybersecurity concerns. The proliferation of
mobile devices, smart applications, IoT, Al, and cloud platforms has
expanded the boundaries of security control. Identifying
cybersecurity vulnerabilities and associated risks is essential,
especially with the advent of 5G technology. This study investigates
the advantages of 5G, new risk landscapes, system evaluations, and
security management strategies, addressing the persistent

challenge of cyber-attacks exacerbated by human errors.

NESAS, developed by 3GPP and GSMA, is a globally recognized
security assurance framework that defines security requirements,
test cases, and evaluation methodologies for network equipment. It
ensures that network products meet stringent security standards,
providing transparency and confidence to consumers and
stakeholders. NESAS facilitates security by design, encouraging
vendors to maintain high security levels throughout the product

lifecycle.

5G represents a significant technological leap, promising enhanced
speed and the realization of real-time cloud applications. However,
it introduces new security challenges and risks. The 3GPP SA3
working group has identified 17 key security areas, including

authentication, network slicing security, and privacy. Comparing 4G
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and 5G, the latter offers improved security mechanisms but also
presents unique vulnerabilities due to its advanced features and

extensive connectivity.

The EU has conducted comprehensive cyber risk assessments,
identifying hardware failures, software bugs, and human errors as
primary threats. The 5G risk assessment emphasizes confidentiality,
privacy, and the dangers of dependency on single suppliers. The EU
certification framework, developed by the European Commission
and ENISA, aims to enhance trust in digital products and services
by establishing rigorous security standards and evaluation

processes.

To date, NESAS has been accepted in 17 countries, reflecting its
growing influence and the mobile industry's commitment to robust
security practices. The adoption of NESAS helps streamline security
requirements, reducing duplication of efforts and facilitating a
cohesive approach to telecom security across different regions. By
encouraging a culture of security by design, NESAS supports the
industry's goal of maintaining high-security standards in an

increasingly connected world.

The scheme's voluntary yet rigorous certification process, including
third-party audits, ensures that network equipment complies with
predefined security standards, making it a valuable tool for national
security authorities and mobile operators alike. As the telecom

landscape evolves with advancements like 5G, NESAS remains a
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critical component in safeguarding network infrastructure against

emerging threats.

The widespread acceptance and implementation of NESAS
underscore its importance in driving global harmonization of telecom
security standards, ultimately contributing to a more secure and

resilient mobile communications environment.

This study underscores NESAS's pivotal role in securing the mobile
industry, highlighting its impact on 5G security and the broader
digital ecosystem. By standardizing security assessments and
fostering collaboration between public and private sectors, NESAS
enhances the resilience of telecom infrastructure. Future research
should explore global adoption and comparative analyses of 5G

policies to refine and expand security frameworks in the digital age.

Keywords: NESAS, cybersecurity, security certifications, 5G.
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OBUDAI EGYETEM
OBUDA UNIVERSITY

The Role and Impact of the Network Equipment
Security Assurance Scheme (NESAS) in the 5G Era

Haya Altaleb, Prof. Dr. Rajnai Zoltan

Doctoral School on Safety and Security Science
Banki Donat Faculty of Mechanical and Safety Engineering

Main objectives of this research

Overview NESAS definitions, explanation, importance, and benefits.

The concepts of the 5G Digital Revolution, risk aspects.

Discuss the European Union Cyber Risk Assessment over the recent years i.e. 5G risk assessment in
the EU countries, and some suggestions about governments' action.

The proper technique to produce security evaluation and guarantee telecoms infrastructure and
systems throughout the offering lifecycle focusing on developing security systems in all sectors and
businesses and maintaining the continuity of improvement.
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Overview NESAS definitions, explanation, and importance

(NESAS) The Network Equipment Security "//5@\“

Assurance Scheme (NESAS) is a security N N SCASes for

assurance framework for improvements in the ™ , ' 2 Network
mobile industry which was established as an _ = ,. e s
action by the 3rd Generation joint Project IGPP WG & L scis I s
(3GPP), standards associations for mobile et e

Telecommunications, Global System Mobile lhencdocn Securty Awuance Speificaon

Application (GSMA), international
manufacturer  association for  mobile _///\

operators as shown in the Figure.

NESAS governance: NF_\A.\ Pprocesses.
. (mml sccreditation Vendor processes

The 3GPP defines the security requirements , erdiation
of products and test cases, and it is specified | * Ve ’ g ;‘(‘ “ e Test aboratory
in security assurance specifications (SCAS). 5 :‘:‘:;T : NESAS, l)i:‘:‘v‘:\lmon
GSMA represents the methodologies and resolution

requirements of vendor process security. In
addition, it assigns auditors and lists test labs.

NESAS governsnce NESAS processes

The Importance of NESAS

-Making network equipment security measurable and visible.
-Comprised of both technical aspects, expressed by equipment tests and organizational aspects.
-Primarily focused on legal and technical aspects of product development.

-Making the product’s cybersecurity clear to customers surely will facilitate the purchases, and
the cyber risk tolerance will be obvious to the buyers.
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The Benefits of NESAS

For Network Operators: Raise confidence, increase transparency and provide background for use in procurement
processes.

For Equipment vendors: lowers duplication of assurance and tests, Increases vendor ability to maintain security,
reduces the load levels, and encourages comprehensive security across vendor community.

For Regulators and national security authorities: Funded totally by the industry, Consider a global scheme, a
Cost-effective scheme with benefits that provide security gains, The ability to extend if needed, and reuse models
to deliver security gains.

For The Industry: The level of security assurance of network equipment is visible and understandable, Across the
vendor community, it encourages security by design culture and highlights vendor ability to achieve and maintain
security levels, The cost of security is shared among vendors and across all operators, Security assurance scheme is
accepted and funded by the industry, Single assurance scheme that is universally applicable. NESAS is designed to
be updated when needed.

The concepts of the 5G Digital Revolution

5G digital revolution, considered a speed boost, allows the future smart city and connects the
social division on digital transformation considering data as the new oil.

5G applications @
- Mobile/Wireless systems. SRS

Full Duplex

- loT and Machine-to-Machine (M2M)

Key Enabling

- Network Functions Virtualization 2
Technologies

- Intelligent Transport Systems otz e

- Broadcasting.

- Securing Al.

Millmeter Waves
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The European Union Cyber Risk Assessment over the recent
years

EU certification schemes contain a complete NESAS Interfaces well with Certification
collection of technical conditions, criteria, and
methods. Each EU scheme will define: E_.

|
T

-The classificationsfor all products and services. :-

-The standards or technical characteristics.

-The evaluations process.
-The levels of assurance (basic, substantial, and high).

-The certificate will be accredited in all EU States for
security purposes.

The importance of the Collaboration between the private
sector and government

It’s is essential for each critical infrastructure and that will enhance the relationship between the customers, the
providers, and the suppliers.

In order To develop security systems in all sectors and businesses and maintain the continuity of improvement,
the governments should focus on:

Diversity of sources and not rely on one resource; this will reduce the risk and
improve intelligent networks such as 5G and fiber.

Encouraging competition to ensure sustainability, higher quality, innovation,
creativity, and more concentration on cyber security.

Identify the proper toolbox for efficient risk mitigation and practical
measurements and specify the certifications with suitablerisk asses.

Ensure testing for equipment, systems, and software. Continuous risk assessment
and program evaluation from different vendors and supply chains.

Improve the industrial ability in equipment manufacturing, laboratory testing,
conformity evaluation, and cyber security systems, on the country's level.
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NESAS recognition: completed official recognition in 17
countries

+ Four countries in Europe (Netherlands, Germany, Austria, and Ireland), seven countries in Asia
Pacific . Thailand, F Laos, , Nepal, and Malaysia) , two countries in the
summary Middle East (UAE and Pakistan) , two countries in North Africa (Tunisia and Egypt) , one country in
South Africa (Nigeria) and one country in Latin America (Brazil) officially recognize NESAS
+ Two regional organizations (AICTO, OIC-CERT) officially recognize NESAS

Europe ; 7 g :2\>‘

German BSI: NESAS CCS-
Gl(Cybersecuniy Certification
Scheme - German
Implementation). 2021

Ireland ComReg Electronic N
l 1 CA:mumczagg:ls Security Latin America & Africa Middle East
asures,
Brazil Anatel, ATO \° 77, DE 5 UAE CSC: Pubiicly support
e Netherlands ACM :Regulation DE JANEIRO DE 2021 NESAS in local medis, 2022
mmmm ©f the Minister of Economic W Egypt NTRA, SG Cyber Security 4
Afisirs and Cimale m— Framework 20
=== Austria RTR, Telecom Network |G mﬁ 2:,7; £ vision for Pakistan MIT: Psiastan Natonal
— ICT Ie
fggg’”’ Ordinance (TK-NSWV), . I Nigeria NCC, Nationsl Policy on 5G for ,,f,;,,’g;’;’,y ?gz"zmp"" a
Nigeria's Digital Economy, 5G, 2022

& HUAWEI

Conclusion

This Study presents a literature overview of the 5G roll-out and the Network Equipment Security
Assurance Scheme (NESAS), which is considered an assessment framework for secure outcome
development and lifecycle processes and delivers tests for the security evaluation of network
equipment.

It facilitates the cyber risk tolerance to be obvious to the buyers.
Measuring security level is not easy to create a system beyond IoT to develop security

certifications that need emerging technologies and cloud computing cooperation between
different agencies.

Hopefully, in the future, it will be recognized globally by industry leaders as a baseline for
security requirements, security assessments of network equipment, and evaluation of
equipment vendors.
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O
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Thank You For Your Attention

Safety and security science

158



International Scientific Conference on Military Information Security
2024

Lourdes Ruiz S.: ICT and telecom Supply Chain, evolving

threat Landscapes, countermeasures, and Solutions
Correferatum

Information and Communication Technology (ICT) supply chain
expands and intertwines with the telecommunications sector. The
landscape of cyber threats undergoes continuous evolution,
presenting complex challenges to security practitioners and
stakeholders. This abstract delves into the intricate relationship
between ICT supply chain dynamics, telecom infrastructure, and the
multifaceted threat landscape while exploring effective

countermeasures and innovative solutions to mitigate risks.

The ICT supply chain serves as the backbone of modern
telecommunications networks. It is global, complex, and
interconnected. It comprises a global network of suppliers,
manufacturers, vendors, and service providers. However, this

interconnected ecosystem also introduces vulnerabilities.
The Telecom Supply Chain Threat landscape includes

- Geopolitical factors such as trade conflicts, country
vendor restrictions, and natural disasters cause disruptions in

the supply chain, uncertainty, and increased costs.

- Strict regulations increase compliance costs and prevent

market access.
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- Third-party reliance brings security, operational, legal,
and financial risks, data breaches, and supply chain

disruptions.

- Lack of security skills concerning data science, Al
implementation, security operations, legacy network,

standard development, etc.

- More connectivity implies a larger attack surface due to
digitalization, cloud services, and IoT, which increases

cybersecurity risks that affect customer and supplier assets.
Countermeasures:
- Securing IoT Devices

- Security education, formal or informal, offered to all the
members involved in the supply chain, especially the most

vulnerable customers.

- Network performance reliability, including threat

forecasting, simulations, and modeling

- End-to-end visibility, traceability, vendor management
monitoring, and requirement compliance in order to reduce

third-party risks
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- Build robust relationships within the mobile ecosystem
actors, sharing information, best practices, and concerns

about strengthening high-security levels.

- Supply chain resilience to face geopolitical threats,

sourcing flexibility, and supplier diversification.

- Risk assessments and supply risk management

programs
Conclusions

- ICT supply chain security is an ongoing concern among
all supply chain participants. The risks associated with the
supply chain need to be recognized and addressed due to the
importance of connectivity and communication globally and

for critical infrastructure security assurance.

- A holistic security approach comprising stakeholders,
government, and regulators must approach the supply chain
globally to formulate security frameworks and avoid

fragmentation.

- A balance between connectivity and security is required

to face the evolving threat landscape.
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- Adaptation and resilience to new threats are vital for
telecom companies to ensure security, build customer trust

and loyalty, and aid regulation compliance.

- Environmental sustainability and ethical considerations,
such as component traceability for equipment manufacturers,

will provide a competitive advantage among digital businesses.

- A service-driven supply chain will be a differentiating

aspect for increasing revenue.
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Countermeasures
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Solutions
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ICT Supply Chain %

Consolidation of telecommunications,

ICT_) networks, and computer systems to
facilitate the creation, exchange,
management, process, and transmission of
information

Te|ecom Blended into the ICT landscape - Enables
data transfer within various applications,
devices, and platforms

DISTRIBUTION MAINTENANCE

DISPOSAL

Supply Chain

» Different processes that
transform raw materials and
components into finished goods
for end users.

v Global
v" Complex
v Interconnected

« Influences every aspect of
modern life

Robotics ___ Internet
Artificial Intelligence & = 5G

Internet of Things <= L Internet of Things

Connected

3D Printing Some
Slockehimyes "/\/\ Voice Over IP
Dataand @ Supply Chain @ Digital
analytics Trends assistants
Chatbots O chatoots

Personalized Q) Media > Digital content
content @ =
Personalized @}Eﬁ On-demand
screens Artificial
Intelligence

development)

Telecom Supply Chain Threats

Trade conflicts, country vendor restrictions, natural
disasters, international cooperation = disruption
SC, uncertainty and increased costs

Strict regulationsincrease compliance costs,
prevent market access

SC global-> relies on different vendors, suppliers,
contractors, service providers = security,
operational, legal, financial risk, data breaches, SC
disruptions

gap security knowledge

(Data science, Al implementation, Security
Operations, legacy network, standard
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Threat Landscape (cont)

Cybersecurity

* More connectivity—> large

ittack surface (digitalization, cloud services, 1oT)

* SC attacks: combination of 2 or more attacks on the supplier, which are

utilized to attack a target (another supplier or customer) to gain access to

/ their assets.

Types of Attacks Supply Chain Supplier Assets

Types of Attacks Customer Customer Assets Malware Infection: spywat?tagam Pre-emstlngsoﬁware:wn?b .
- - - . access to employee credentials servers, app, cloud, monitoring
Trusted Relationship: certificate, Data: payment, documents, email, systems

update, backup credentials, user activity,
applications, location
Drive-by compromise: website Intellectual property

Social Engineering: phishing, fake apps, Software libraries
Wi-Fiimpersonation |
Brute-Force Attack: getSSH passwordor  Code

malicious scripts web login

Phishi pplierimp ion  Software: customer product source Software vulnerability exploit: SQL | Configuration: firewall rules,
code injection, buffer overflow URLs, passwords

I infection: r Processes: internal, configuration Confij ion vull bility exploit: Data: suppliers, customers,

remote access trojan advantage of configuration issues

Physical or  modification: Bandwidth: DDoS, send spam Open-Sources Intelligence (OSINT): look  Processes: updates, backups,

hardware, physical intrusion online for APl keys, credentials certificates

Counterfeiting Financial: ~ cryptocurrency, bank Counterfeiting Hardware: chips, USB, etc.
account, money transfer Physical or modification: hardware, People: access to data,
People: Position or knowledge physical intrusion infrastructure

Other Suppliers

Countermeasures

* Connectivity: securing loT devices

* Network

nce Reliability: threat forecasting,

ations, modeling

* End-to-end supply chain visibility, traceability (reduce third
party risks), vendor man

ment monitoring, requirement
compliance

* Build robust relationships SC(stak

etc.= sharingi

operators, producers,

* Risk assessments, supply risk management program
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i Conclusions

@ ICT supply chain security is an ongoing concern among all supply chain participants.

a The risks associated with the SC need to be recognized and addressed due to the importance of connectivity and communication
globally and for critical infrastructure security assurance

“w ICT and Telecom are closely connected—> 5G network deployment makes integration seamless because it requires telecom
infrastructure and ICT components

Holistic approach: collaboration of stakeholders, government, regulators should approach the supply chain as global to formulate
security frameworks.

onnectivity and security balance

Adaptation and resilience to new threats are vital for telecom companies to ensure high-security=> building customer trust and
loyalty, aids regulation compliance

Environmental sustainability and ethical considerations (component traceability equipment manufacturers) = competitive
advantage among digital businesses.

ce-driven supply chain will be a

kil

el MF
@

Thank you
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Yue Wu: Mobile Communication Evolution and the

development of 5G in China
Correferatum

Mobile communication has evolved through four generations since
1980, leading to the current fifth generation, or 5G, which began
development in 2012. Each generation marked significant
technological advancements. 5G represents a transformative
expansion in mobile technology, supporting a wider range of
applications beyond traditional mobile voice and data. 5G integrates
various use cases and is defined by the development of Long Term
Evolution (LTE) or 4G, enhancing data speeds and network
efficiency. New Radio (NR) technology and the 5G Core Network
(5GCN) were introduced by the 3rd Generation Partnership Project
(3GPP) in 2018, setting the standards for global mobile
communication. These standards were designed to facilitate broader
connectivity and include provisions for connecting non-3GPP
networks. 5G development featured significant global milestones
including the first 5G NR specifications by 3GPP in 2017, initial trials
in China, and South Korea's successful 5G spectrum auction in 2018.
The rollout faced challenges like COVID-19, which delayed the
implementation of subsequent 5G standards like Release 17. A
comprehensive literature review and content analysis were

conducted to understand 5G standardization and China’s role in it,
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utilizing resources from prestigious journals, official news, and

governmental reports.

Standards are essential for security, interoperability, and strategic
deployment of technologies globally. 3GPP plays a crucial role in
developing these standards, which are vital for technological
integration and address geopolitical and security considerations.
Standards development involves a complex mix of negotiations
among international stakeholders, including regulatory bodies,

industry forums, and standard development organizations (SDOs).

China has significantly invested in 5G, leading globally in the
number of 5G base stations. Chinese companies like Huawei are
major contributors to 5G patents and standards. China's strategy
extends to leadership roles in international standard-setting
organizations, influencing global telecommunications standards.
China's influence in standardization includes active contributions to
ITU and 3GPP. From 2017 to 2021, China led many key ITU-T Study
Groups, shaping 5G protocols and infrastructure. China's efforts aim
not only at national but also at global standardization, affecting
international policies and practices. The continuous evolution from
5G to future generations like 6G highlights the need for
comprehensive  strategies that encompass technological
advancements and geopolitical aspects of telecommunications.

China’s approach, emphasizing both technological leadership and
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international collaboration, offers insights into the future of global

mobile communications.

The future of mobile communication will be significantly influenced
by the interplay of technology, policy, and international relations,
with standardization playing a critical role. The shift from national
to global strategies in telecommunications standardization
underscores the importance of collaborative and innovative

approaches.

China proactively advanced 5G technology by establishing the IMT-
2020 Promotion Group in 2013 and later initiating the IMT-2030 for
6G. By 2021, China had deployed over 1.43 million 5G base stations,
indicating rapid infrastructure development. The Chinese
government aims to extend 5G coverage to rural areas and increase
its global user base significantly by 2023. China leads in 5G
development indicators such as publications, patents, and standard
contributions. Despite this, the collaboration among Chinese patent
holders is not as robust as that in the U.S., which is also a major
player in 5G technology. Large Chinese companies dominate the
standardization landscape, with significant contributions to the
technical specifications managed by 3GPP. China's strategy in 5G
standardization is to leverage its technological advancements and
market size to influence international standards. It participates in
mutual standardization recognition discussions and has established

significant bilateral agreements to promote its standards
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internationally. China also focuses on developing a new internet
system under the "Decentralized Internet Infrastructure" to
enhance network reliability and efficiency. China's involvement in
ITU has been substantial, with Chinese representatives leading
various study groups and contributing to the development of global
5G standards. The Standardization Administration of China
synchronizes the implementation of national and international
standards, facilitating China's influence in global standardization

efforts.

In conclusion, China's leadership in 5G development and
standardization positions it as a key player in the global
telecommunication landscape, driving the adoption of its standards
and technologies worldwide. This influence is expected to grow as

China continues to advance.

170



International Scientific Conference on Military Information Security
2024

INTRODUCTION

The foundation of Mobile telephony The foundation of Further enhanced

mobile telephony for everyone mobile broadband mobile broadband
~1980 ~1990 ~2000 ~2010
® 2012-2015, research stage in 5G; 2017, initial 5G specification & test in China;
2019, the 15" 5G mobile smart phone
l ® Standards - hardware infrastructure & software that runs on top of components,

o ensuring that various devices and equipment can work together in a shared system

® Determining the standards for the future generation network - national security,
individual safety, and the global deployment of equipment

¢ the3rd Generation Partnership Project (3GPP) (telecommunication organization)-in

/3 charge one of international standards for telecommunication
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METHODOLOGY

Secondary research
methodology/literature
review (recent years’
research)

Content analysis

® The development of 5G in China

® 5G standardization in China
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A. THE DEVELOPMENT OF 5G IN
CHINA

1) THE INFRASTRUCTURE AND DEPLOYMENT OF 5G

2) THE MAIN FORCES OF 5G DEVELOPMENT

g! i ;
A f/

1) THE INFRASTRUCTURE AND DEPLOYMENT OF
5G

® 2016, the Ministry of Industry and Information Technology (MIIT) — R&D tests for 5G technology

® 2019, started deploying 5G networks - 2020(690,000 5G base stations) — 2021(1.43 million 5G
base stations, over 60% of the worldwide total) — 2023(3.37 million 5G base stations, 805 million

5G mobile phone users in China)

2021, MIIT(promotion group in 2019)-plan preparations for the commercial launch of 6G systems in
2030

2021-2025, a focus on 5G technology in industrial settings, particularly in manufacturing, 10,000
5G factories

* New infrastructure: information infrastructure, integrated infrastructure, and innovation

/O infrastructure
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2) THE MAIN FORCES OF 5G DEVELOPMENT

® Publications, patents, standard-essential patents (SEPs), and contributions to
standards are crucial factors that indicate the progress of technology development in
5G (China, US, Korea)

® Telecommunications companies - 5G-related technology and intellectual property
(Huawei, 13.53% of all global 5G patent families)

® lack core patents, resulting in a lower quality of innovation compared to the US; level

( of collaboration among Chinese patent holders is not as strong as it is in US
* weighted standard contributions: China>US>Sweden>Korea>Finland>Japan (92%)

® The biggest 5G technical 3GPP contributions and 5G approved technical 3GPP
/ contributions are 21,799 globally (Huawei: 6,599) g@

HUAWEI

B. 5G STANDARDIZATION IN
CHINA

1) CHINA'S COMPETENCE IN 5G STANDARDIZATION
‘ ‘ ) 2) CHINA'S EFFORTIN 5G STANDARDIZATION IN ITU

|
\
" i 3) THE ROLE OF STANDARDIZATION ADMINISTRATION OF THE PEOPLE’S
$) REPUBLIC OF CHINA

4) THE LAUNCH OF 5G LIGHTWEIGHT TERMINAL INDUSTRY STANDARDIZATION
l } THE INTRODUCTION OF DECENTRALIZED INTERNET INFRASTRUCTURE (DIlI)
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1) CHINA'S COMPETENCE IN 5G STANDARDIZATION

® Leads in 5G-related contributions to 3GPP
® pursuing mutual standardization recognition bilaterally or regionally

® international standard-setting organizations - Chinese representatives with
qualitative and quantitative effects (the largest at the ITU, the 5th largest at
@) the ISO, and making up 10% of all attendees at the IETF)

-

2) CHINA'S EFFORT IN 5G STANDARDIZATION IN ITU

® 2017 - 2021, four primary ITU-T Study Groups (SG) were involved in addressing
5G-related matters: 5G issues associated with FG IMT-2020; transport network
standards; evaluated energy efficiency and 5G; formulated standards for 5G-

based network protocols
* $G 13: China Mobile - IMT-2020 5G standardization efforts (184/731/1389) & &2
® SG 15: the most focus of China with 374 unique submissions (over last 10 yrs)

® SG 5: contributed 47% (24/51) of the 5G-related work items; not as significant

compared to other study groups

/3' SG 11: sole significant contributor thus far
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3) THE ROLE OF STANDARDIZATION ADMINISTRATION OF
THE PEOPLE’S REPUBLIC OF CHINA

ey
@
® 2001 — charge of all standards-related tasks in China

® primary role - manage and synchronize the implementation of national and

international standards within China and for Chinese projects abroad (BRI)

® Standards 2035 - new initiative to review and extend national and

0) international standards strategy:

O > highlights the significance of technical standards in promoting the growth and

development of the country's economy.

» outlines how these standards can be utilized to achieve China's ambitious geopolitical

objectives.

-

4) THE LAUNCH OF 5G LIGHTWEIGHT TERMINAL
INDUSTRY STANDARDIZATION

® 3GPP R17 standard includes the 5G Lightweight (RedCap) terminal
technology - industrial wireless sensors, video surveillance, and wearable
devices, and is beneficial for the extensive commercial deployment of 5G
networks

® simplify terminal design, optimize 5G system configuration and business
processes, and achieve design goals like reducing terminal chip /module costs
and power consumption. It can also create new business opportunities for
scenarios like 5G industry applications.

-
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5) THE INTRODUCTION OF DECENTRALIZED INTERNET
INFRASTRUCTURE (DlII)

® 2018 — Huawei - the concept of "decentralized internet infrastructure" (DII) -
establish a trustworthy network by creating interconnected data logs (allows

for the use of advanced tools like deep packet inspection and censorship)

® 2019 - Chinese delegations - "decentralized internet" model and its core

technical components ("New [P*)

® Three related technologies:
O ® Obiject identifiers (OIDs)
® Distributed ledger technologies (DLT)
* Network 2030

-

CONCLUSION

® leading development of 5G infrastructure & guiding the early

standardization of 5G protocols

® if China wants to exert influence in the standardisation space, it needs a
complementary set of institutional, organisational, and negotiating skills

beyond an outstanding patent porifolio, and higher quality of innovation
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